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Abstract

Manyversionsof Unix providefacilitiesfor user-levelpacket
capture,makingpossiblethe useof generalpurposework-
stationsfor networkmonitoring. Becausenetworkmonitors
runasuser-levelprocesses,packetsmustbecopiedacrossthe
kernel/user-spaceprotectionboundary. This copyingcanbe
minimizedby deployingakernelagentcalledapacketfilter,
which discardsunwantedpacketsasearly aspossible.The
originalUnix packetfilter wasdesignedaroundastack-based
filter evaluatorthatperformssub-optimallyon currentRISC
CPUs. The BSD PacketFilter (BPF) usesa new, register-
basedfilter evaluatorthat is up to 20 times fasterthan the
original design. BPF alsousesa straightforwardbuffering
strategythat makesits overallperformanceup to 100 times
fasterthanSun’sNIT runningon thesamehardware.

1 Intr oduction

Unix hasbecomesynonymouswith highqualitynetworking
andtoday’sUnix usersdependonhavingreliable,responsive
networkaccess.Unfortunately, this dependencemeansthat
networktroublecanmakeit impossibleto get usefulwork
doneandincreasinglyusersandsystemadministratorsfind
that a large part of their time is spentisolating and fixing
networkproblems.Problemsolvingrequiresappropriatedi-
agnosticandanalysistools and, ideally, thesetools should
beavailablewheretheproblemsare—onUnix workstations.
To allow suchtoolsto beconstructed,a kernelmustcontain
somefacility that givesuser-level programsaccessto raw,
unprocessednetworktraffic.[7] Most of today’sworkstation
operatingsystemscontainsucha facility, e.g., NIT[10] in
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SunOS,theUltrix PacketFilter[2] in DEC’sUltrix andSnoop
in SGI’s IRIX.

Thesekernelfacilitiesderivefrompioneeringworkdoneat
CMU andStanfordtoadapttheXeroxAlto ‘packetfilter’ toa
Unix kernel[8]. Whencompletedin 1980,theCMU/Stanford
PacketFilter, CSPF,providedamuchneededandwidelyused
facility. Howeveron today’smachinesits performance,and
the performanceof its descendents,leavemuch to be de-
sired— a designthat wasentirely appropriatefor a 64KB
PDP-11 is simply not a goodmatchto a 16MB Sparcstation
2. This paperdescribesthe BSD PacketFilter, BPF, a new
kernelarchitecturefor packetcapture. BPF offers substan-
tial performanceimprovementover existingpacketcapture
facilities—10to150timesfasterthanSun’sNIT and1.5to20
timesfasterthanCSPFonthesamehardwareandtraffic mix.
The performanceincreaseis the resultof two architectural
improvements:

� BPFusesa re-designed,register-based‘filter machine’
that canbe implementedefficiently on today’s register
basedRISC CPU. CSPFuseda memory-stack-based
filter machinethatworkedwell on thePDP-11 but is a
poormatchto memory-bottleneckedmodernCPUs.

� BPFusesa simple,non-sharedbuffer modelmadepos-
sible by today’s larger addressspaces. The model is
veryefficient for the‘usualcases’of packetcapture.1

In thispaper, we presentthedesignof BPF, outlinehow it
interfaceswith the restof the system,anddescribethe new
approachto the filtering mechanism. Finally, we present
performancemeasurementsof BPF, NIT, andCSPFwhich
showwhy BPFperformsbetterthantheotherapproaches.

1As opposedto, for example,theAT&T STREAMSbuffer modelused
by NIT whichhasenoughoptionsto beTuringcompletebutappearsto bea
poormatchto anypracticalproblem.
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2 BPF – The BSD PacketFilter

2 The Network Tap

BPF has two main components:the network tap and the
packetfilter. Thenetworktapcollectscopiesof packetsfrom
thenetworkdevicedriversanddeliversthemto listeningap-
plications. Thefilter decidesif a packetshouldbeaccepted
and,if so,howmuchof it tocopyto thelisteningapplication.

Figure1 illustratesBPF’sinterfacewith therestof thesys-
tem. Whena packetarrivesat a network interfacethe link
leveldevicedriver normallysendsit up thesystemprotocol
stack.But whenBPFis listeningon this interface,thedriver
firstcallsBPF.BPFfeedsthepackettoeachparticipatingpro-
cess’filter. Thisuser-definedfilter decideswhetherapacket
is to beacceptedandhowmanybytesof eachpacketshould
besaved.Foreachfilter thatacceptsthepacket,BPFcopies
therequestedamountof datato thebufferassociatedwith that
filter. The devicedriver thenregainscontrol. If the packet
wasnotaddressedtothelocalhost,thedriverreturnsfromthe
interrupt.Otherwise,normalprotocolprocessingproceeds.
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Figure1: BPF Overview

Sincea processmight want to look at everypacketon a
network and the time betweenpacketscan be only a few
microseconds,it is not possibleto do a readsystemcall per
packetandBPF mustcollect the datafrom severalpackets
andreturnit asa unit whenthemonitoringapplicationdoes
aread.Tomaintainpacketboundaries,BPFencapsulatesthe
captureddatafrom eachpacketwith aheaderthatincludesa
timestamp,length,andoffsetsfor dataalignment.

2.1 PacketFiltering

Becausenetworkmonitorsoftenwantonly asmallsubsetof
networktraffic, a dramaticperformancegain is realizedby

filtering out unwantedpacketsin interruptcontext. To min-
imize memorytraffic, themajor bottleneckin mostmodern
workstations,the packetshouldbe filtered ‘in place’ (e.g.,
wherethenetworkinterfaceDMA engineput it) ratherthan
copiedto someotherkernelbuffer beforefiltering. Thus,if
thepacketis notaccepted,only thosebytesthatwereneeded
by thefiltering processarereferencedby thehost.

In contrast,SunOS’sSTREAMSNIT [10] copiesthepack-
etsbeforefilteringandasaresultsuffersaperformancedegra-
dation.TheSTREAMSpacketfilter module(nit pf(4M)) sits
ontopof thepacketcapturemodule(nit if(4M)). Eachpacket
receivedis copiedto anmbuf,andpassedoff to NIT, which
then allocatesa STREAMS messagebuffer and copiesin
thepacket.Themessagebuffer is thensentupstreamto the
packetfilter, which maydecideto discardthepacket.Thus,
acopyof eachpacketis alwaysmade,andmanyCPUcycles
will bewastedcopyingunwantedpackets.

2.2 Tap PerformanceMeasurements

Beforediscussingthedetailsof thepacketfilter, we present
somemeasurementswhich comparethetherelativecostsof
theBPFandSunOSSTREAMSbufferingmodels.Thisper-
formanceis independentof thepacketfiltering machinery.

We configuredboth BPF andNIT into the sameSunOS
4.1.1kernel,andtookourmeasurementsonaSparcstation2.
The measurementsreflect the overheadincurredduring the
interruptprocessing— i.e.,how long it takeseachsystemto
stashthepacketinto a buffer. For BPFwe simply measured
thebeforeandaftertimesof thetapcall, bpf tap(), usingthe
Sparcstation’smicrosecondclock. ForNIT wemeasuredthe
timeof thetapcall snit intr() plustheadditionaloverheadof
copyingpromiscuouspacketsto mbufs. (Promiscuouspack-
etsarethosepacketswhich werenot addressedto the local
host,andarepresentonly becausethe packetfilter is run-
ning.) In otherwords,we includedtheperformancehit that
NIT takesfor notfilteringpacketsin place.Toobtainaccurate
timings, interruptswerelockedout during the instrumented
codesegments.

Thedatasetsweretakenasahistogramof processingtime
versuspacketlength. We plotted the meanprocessingper
packetversuspacketsize,for two configurations:an“accept
all” filter, anda“rejectall” filter.

In the first case,the STREAMS NIT buffering module
(nit buf(4M)) waspushedon theNIT streamwith its chunk-
sizeparameterset to the 16K bytes. Similarly, BPF was
configuredto use16K buffers. Thepacketfiltering module
whichusuallysitsbetweentheNIT interfaceandNIT buffer-
ing moduleswasomittedto effect “acceptall” semantics.In
bothcases,no truncationlimits werespecified.This datais
shownin Figure2. BothBPFandNIT showa lineargrowth
with capturedpacketsizereflectingthecostof packet-to-filter
buffer copies. Howeverthedifferentslopesof theBPFand
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NIT Incremental Overhead: 216 ns/byte


BPF Incremental Overhead: 148 ns/byte
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Figure2: NIT versus BPF: “accept all”

NIT lines show that BPF doesits copiesat memoryspeed
(148ns/byte)while NIT runs45%slower(216ns/byte).2 The
y-interceptgivesthe fixed per-packetprocessingoverhead:
The overheadof a BPF call is about6� s while NIT is 15
timesworseat 89� sperpacket.Muchof thishugedisparity
appearsto bedueto the costof allocatingandinitializing a
buffer underthe remarkablybaroqueAT&T STREAM I/O
system.3

Figure3showstheresultsfor the“rejectall” configuration.
HeretheSTREAMSpacketfilter modulewasconfiguredwith
a“rejectall” filter andpusheddirectlyontopof theNIT inter-
facemodule(theNIT bufferingmodulewasnotused).Since
thefilter discardsall packets,theprocessingtime shouldbe
constant,independentof thepacketsize.ForBPFthis is true
— we seeessentiallythe samefixed costas last time (5� s
insteadof 6 sincerejectingavoidsa call to the BPF copy
routine)andno effect dueto packetsize. However, asex-
plainedearlier, NIT doesn’t filter packetsin placebut instead

2Thisdifferenceis dueto thefact thatNIT is not ascarefulaboutalign-
mentasBPF. ThenetworkdriverwantstheIP headeralignedonalongword
boundary,butanEthernetheaderis14bytessothestartof thepacketisshort-
wordaligned.SinceNIT copiesthepacketto a longwordalignedboundary,
an inefficient, misalignedbcopyresults. This oversightwill be felt twice
— oncein thismeasurement,andagainat theuser-level,whenfor instance,
a networkmonitor like tcpdumpor etherfindmustcopy the network-layer
portionof thepacketto a longwordalignedboundary.

3You might noteanomalousbehaviornearthe origin for the NIT data
in boththis andthe following graph. STREAMSmustallocateanmblk (a
STREAMSbufferdescriptor)for everypacket.Forsmallpackets,thepacket
datais copiedinto a regionof themblk while largepacketsmustuseamore
elaborateallocatorinvolving additionaldblk (‘datablock’) allocations.

copiespacketsthenrunsthefilter overthecopies.4 Thusthe
costof runningNIT increaseswith packetsize evenwhen
the packetis discardedby the filter. For large packets,this
gratuitouscopymakesNIT almosttwo ordersof magnitude
moreexpensivethanBPF(450� svs.5� s).

The major lessonhereis that filtering packetsearly and
in placepaysoff. While a STREAMS-likedesignmight ap-
peartobemodularandelegant,theperformanceimplications
of modulepartitioningneedto be consideredin the design.
We claim that evena STREAMS-basednetworktapshould
includethepacketfiltering andbuffering functionality in its
lowestlayer. Thereis very little designadvantagein factor-
ing thepacketfilter into aseparatestreamsmodule,butgreat
performanceadvantagein integratingthepacketfilter andthe
tapinto asingleunit.

3 The Filter Model

Assumingoneusesreasonablecarein thedesignof thebuffer-
ingmodel,5 it will bethedominantcostof packetsyouaccept
while thepacketfilter computationwill bethedominantcost
of packetsyou reject. Most applicationsof a packetcapture
facility reject far morepacketsthan they acceptand, thus,
goodperformanceof thepacketfilter is critical to goodover-
all performance.

4Thecopy is requiredbecausethefilter is a separateSTREAM module
pushedon top of the capturemoduleand, thus, the capturemodulemust
copydatato STREAM buffersto sendit up thestreamto thefilter module.
As wasthecasewith capture/bufferseparation,thedocumentationnotesthis
capture/filterseparationis a feature,notabug.

5E.g.,not STREAMS.
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Figure3: NIT versus BPF: “reject all”

A packetfilter is simply a booleanvaluedfunction on a
packet.If thevalueof thefunctionis truethekernelcopiesthe
packetfor theapplication;if it is falsethepacketis ignored.

Historically there have beentwo approachesto the fil-
ter abstraction:a booleanexpressiontree (usedby CSPF)
anda directedacycliccontrolflow graphor CFG(first used
by NNStat[1] andusedby BPF). For example,Figure4 il-
lustratesthe two modelswith a filter that recognizeseither
IP or ARP packetson an Ethernet. In the treemodeleach
noderepresentsa booleanoperationwhile the leavesrepre-
senttest predicateson packetfields. The edgesrepresent
operator-operandrelationships.In theCFGmodeleachnode
representsa packetfield predicatewhile theedgesrepresent
control transfers. The righthandbranchis traversedif the
predicateis true,the lefthandbranchif false. Therearetwo
terminatingleaveswhich representtrue andfalsefor theen-
tire filter.

Thesetwo modelsof filtering arecomputationallyequiv-
alent. I.e., any filter that can be expressedin one can be
expressedin theother. However, in implementationtheyare
verydifferent:Thetreemodelmapsnaturallyinto codefor a
stackmachinewhile theCFGmodelmapsnaturallyintocode
for aregistermachine.Sincemostmodernmachinesarereg-
isterbased,wewill arguethattheCFGapproachlendsitself
to a moreefficient implementation.

3.1 The CSPF(Tree)Model

The CSPFfilter engineis basedon an operandstack. In-
structionseitherpushconstantsor packetdataon the stack,
or performa binarybooleanor bitwiseoperationon the top

two elements.A filter programis asequentiallyexecutedlist
of instructions.After evaluatingaprogram,if thetopof stack
hasa non-zerovalueor thestackis emptythenthepacketis
accepted,otherwiseit is rejected.

Therearetwo implementationshortcomingsof theexpres-
siontreeapproach:6

� Theoperandstackmustbesimulated.Onmostmodern
machinesthismeansgeneratingaddandsubtractopera-
tionsto maintaina simulatedstackpointerandactually
doingloadsandstoresto memoryto simulatethestack.
Sincememorytendsto bethemajorbottleneckin mod-
ern architectures,a filter model that canusevaluesin
machineregistersandavoidthis memorytraffic will be
moreefficient.

� The tree model often doesunnecessaryor redundant
computations.For example,thetreein fig. 4 will com-
putethe valueof ‘ether.type== ARP’ evenif the test
for IP is true. While this problemcan be somewhat
mitigatedby adding‘shortcircuit’ operatorsto thefilter
machine,someinefficiencyis intrinsic: Becauseof the

6Note that it is not our intention to denigrateCSPFor its enormous
contributionto thecommunity— we simply wish to investigatetheimple-
mentationimplicationsof itsfilter modelwhenrunonmodernhardware.The
CSPFfiltering mechanismwasintendedto supportefficientprotocoldemul-
tiplexing for user-level networkcode. Theinitial implementationachieved
hugegainsby performinguser-specifieddemultiplexinginside the kernel
ratherthanin a user-process.After this, the incrementalgain from a more
efficientfilter designwasnegligibleand,asa result,thedesignersof CSPF
investedlesseffort in thefilter machineryand,indeed,havepointedoutthat
the “filter languageis not a result of carefulanalysisbut ratherembodies
severalaccidentsof history”[8].
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Figure4: Filter Function Representations.

hierarchicaldesignof networkprotocols,packetheaders
mustbe parsedto reachsuccessivelayersof encapsu-
lation. Sinceeachleaf of theexpressiontreerepresents
a packetfield, independentof other leaves,redundant
parsesmaybecarriedout to evaluatetheentiretree. In
theCFGrepresentation,it is alwayspossibleto reorder
thegraphin sucha way thatat mostoneparseis done
for anylayer.7

Anotherproblemwith CSPF, recognizedby thedesigners,
is its inability to parsevariablelengthpacketheaders,e.g.,
TCPheadersencapsulatedin avariablelengthIP header. Be-
causethe CSPFinstructionsetdidn’t includean indirection
operator, only packetdataatfixedoffsetsis accessible.Also,
theCSPFmodelis restrictedto a singlesixteenbit datatype
which resultsin a doublingof the numberof operationsto
manipulate32 bit datasuchasInternetaddressesor TCPse-
quencenumbers.Finally, thedesigndoesnot permitaccess
to thelastbyteof anodd-lengthpacket.

While theCSPFmodelhasshortcomings,it offersanovel
generalizationof packet filtering: The idea of putting a
pseudo-machinelanguageinterpreterin thekernelprovidesa

7This graphreorderingis, however, a non-trivial problem. Our BPF
compiler(part of tcpdump[4]) containsa fairly sophisticatedoptimizer to
reorderandminimizeCFGfilters. This optimizeris thesubjectof a future
paper.

niceabstractionfor describingandimplementingthefiltering
mechanism.And,sinceCSPFtreatsapacketasasimplearray
of bytes,thefiltering modelis completelyprotocolindepen-
dent. (Theapplicationthatspecifiesthefilter is responsible
for encodingthe filter appropriatelyfor the underlyingnet-
work mediaandprotocols.)

TheBPFmodel,describedin thenextsection,isanattempt
to maintainthestrengthsof CSPFwhile addressingits limi-
tationsandtheperformanceshortcomingsof thestack-based
filter machine.

3.2 The BPF Model

3.2.1 CFGsvs.Trees

BPFusestheCFGfilter modelsinceit hasa significantper-
formanceadvantageover the expressiontreemodel. While
thetreemodelmayneedto redundantlyparseapacketmany
times,theCFG modelallows parseinformationto be ‘built
into’ theflow graph.I.e.,packetparsestateis ‘remembered’
in the graphsinceyou know whatpathsyou musthavetra-
versedto reachtoaparticularnodeandonceasubexpression
is evaluatedit neednotberecomputedsincethecontrolflow
graphcanalwaysbe(re-)organizedsothevalueis only used
atnodesthatfollow theoriginalcomputation.

TRUEFALSE

ether.type=ARP

ip.dst=foo

arp.dst=foo

ether.type=RARP

ether.type=IP

ip.src=foo

arp.src=foo

Figure5: CFG Filter Function for “host foo”.

Forexample,Figure5 showsaCFGfilter functionthatac-
ceptsall packetswith anInternetaddressfoo. Weconsidera
scenariowherethenetworklayerprotocolsareIP, ARP, and
ReverseARP, all of which containsourceand destination
Internetaddresses.Thefilter shouldcatchall cases.Accord-
ingly, the link layer type field is testedfirst. In the caseof
IP packets,the IP hostaddressfields arequeried,while in
the caseof ARP packets,the ARP addressfields areused.
Notethatoncewe learnthatthepacketis IP, wedo notneed
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OR

AND AND

OROR OR

ip.src=foo ip.dst=fooether.type=IPether.type=ARP ether.type=RARP arp.src=foo arp.dst=foo

Figure6: Tree Filter Function for “host foo”.

to checkthat it might be ARP or RARP. In the expression
treemodel,shownin figure6, sevencomparisonpredicates
andsix booleanoperationsarerequiredto traversetheentire
tree.ThelongestpaththroughtheCFGhasfive comparison
operations,andtheaveragenumberof comparisonsis three.

3.2.2 Designof filter pseudo-machine

Theuseof acontrolflow graphratherthananexpressiontree
asthetheoreticalunderpinningsof thefilter pseudo-machine
isanecessarysteptowardsanefficient implementationbut it
isnotsufficient. Evenafterleveragingoff theexperienceand
pseudo-machinemodelsof CSPFand NNStat[1], the BPF
modelunderwentseveralgenerations(andseveralyears)of
designandtest.Webelievethecurrentmodelofferssufficient
generalitywith nosacrificein performance.Itsevolutionwas
guidedby thefollowing designconstraints:

1. It mustbeprotocolindependent.Thekernelshouldnot
haveto bemodifiedto addnewprotocolsupport.

2. It mustbe general. The instructionsetshouldbe rich
enoughto handleunforeseenuses.

3. Packetdatareferencesshouldbeminimized.

4. Decodingan instructionshouldconsistof a single C
switchstatement.

5. Theabstractmachineregistersshouldresidein physical
registers.

Like CSPF, constraint1 is adheredto simply by not men-
tioning any protocols in the model. Packetsare viewed
simplyasbytearrays.

Constraint2 meansthatwe mustprovidea fairly general
computationalmodel,with controlflow, sufficient ALU op-
erations,andconventionaladdressingmodes.

Constraint3requiresthatweonlyevertouchagivenpacket
wordonce.It iscommonfor afilter tocompareagivenpacket
fieldagainstasetof values,thencompareanotherfieldagainst
anothersetof values,andsoon. For example,a filter might

matchpacketsaddressedtoasetof machines,or asetof TCP
ports. Ideally, we would like to cachethe packetfield in a
registerandcompareit acrossthesetof values.If thefield is
encapsulatedin a variablelengthheader, we mustparsethe
outerheadersto reachthedata. Furthermore,on alignment
restrictedmachines,accessingmulti-bytedatacaninvolvean
expensivebyte-by-byteload. Also, for packetsin mbufs, a
field accessmayinvolve traversinganmbufchain. After we
havedonethiswork once,weshouldnotdo it again.

Constraint4 meansthatwe will haveanefficient instruc-
tion decodingstepbut it precludesanorthogonaladdressing
modedesignunlesswearewilling to accommodateacombi-
natorialexplosionof switchcases.For example,while three
addressinstructionsmakesensefor a real processor(where
muchworkisdonein parallel)thesequentialexecutionmodel
of an interpretermeansthat eachaddressdescriptorwould
have to be decodedserially. A single addressinstruction
format minimizesthe decode,while maintainingsufficient
generality.

Finally, Constraint5 isastraightforwardperformancecon-
sideration.Alongwith constraint4, it enforcesthenotionthat
thepseudo-machineregistersetshouldbesmall.

Theseconstraintspromptedthe adoptionof an accumu-
lator machinemodel. Under this model, eachnodein the
flowgraphcomputesits correspondingpredicateby comput-
ing avalueinto theaccumulatorandbranchingbasedonthat
value. Figure7 showsthe filter function of Figure5 using
theBPFinstructionset.

3.3 The BPF Pseudo-Machine

TheBPFmachineabstractionconsistsof anaccumulator, an
index register(x), a scratchmemorystore,andan implicit
programcounter. The operationson theseelementscanbe
categorizedinto thefollowing groups:

1. LOAD IN� STRU
�

CTION
�

S copyavalueinto theaccumulator
or indexregister. Thesourcecanbeanimmediatevalue,
packetdataat a fixed offset, packetdataat a variable
offset,thepacketlength,or thescratchmemorystore.
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TRUEFALSE

ldh [12]
jeq #0x800

ld [38]
jeq #foo

ld [28]
jeq #foo

ld [26]
jeq #foo

ld [30]
jeq #foo

jeq #0x805

jeq #0x8035

Figure7: BPF Program for “host foo”.

2. S
�

TORE IN� STRU
�

CTION
�

S copy either the accumulatoror
indexregisterinto thescratchmemorystore.

3. ALU
�

IN� STRU
�

CTION
�

S performarithmeticor logic on the
accumulatorusingtheindexregisteror aconstantasan
operand.

4. BRAN
�

CH IN� STRU
�

CTION
�

S altertheflow of control,based
oncomparisontestbetweenaconstantor x registerand
theaccumulator.

5. RETU
�

RN
� IN� STRU

�
CTION

�
Sterminatethefilter andindicated

what portion of the packetto save. The packetis dis-
cardedentirelyif thefilter returns0.

6. MISCELLAN
�

EOU
�

S IN� STRU
�

CTION
�

S compriseeverything
else— currently, registertransferinstructions.

The fixed-lengthinstructionformat is definedby as fol-
lows:

opcode:16 jt:8 jf:8
k:32

Theopcodefield indicatestheinstructiontypeandaddress-
ing modes. The jt and jf fields areusedby the conditional
jumpinstructionsandaretheoffsetsfromthenextinstruction
to thetrueandfalsetargets.Thek field isagenericfield used
for variouspurposes.

Table1 showsthe entire BPF instructionset. We have
adoptedthis “assemblersyntax” asa meansof illustrating
BPFfilters andfor debuggingoutput. Theactualencodings
aredefinedwith C macros,thedetailsof whichweomit here
(see[6] for full details).Thecolumnlabelledaddrmodeslists
the addressingmodesallowedfor eachinstructionlisted in
theopcodecolumn. Thesemanticsof theaddressingmodes
arelistedin Table2.

opcodes addrmodes
ldb [k] [x+k]
ldh [k] [x+k]
ld #k #len M[k] [k] [x+k]
ldx #k #len M[k] 4*([k]&0xf)
st M[k]
stx M[k]
jmp L
jeq #k, Lt, Lf
jgt #k, Lt, Lf
jge #k, Lt, Lf
jset #k, Lt, Lf
add #k x
sub #k x
mul #k x
div #k x
and #k x
or #k x
lsh #k x
rsh #k x
ret #k a
tax
txa

Table1: BPF Instruction Set

Theloadinstructionssimplycopytheindicatedvalueinto
the accumulator(ld, ldh, ldb) or index register(ldx).
The index registercannotusethepacketaddressingmodes.
Instead,a packetvaluemustbeloadedinto theaccumulator
andtransferredto the indexregister, via tax. This is not a
commonoccurrence,asthe index registeris usedprimarily
to parsethevariablelengthIP header, which canbe loaded
directlyvia the4*([k]&0xf) addressingmode.All values
are32 bit words,exceptpacketdatacanbe loadedinto the
accumulatorasunsignedbytes(ldb) or unsignedhalfwords
(ldh). Similarly, thescratchmemorystoreis addressedas
anarrayof 32bit words.Theinstructionfieldsareall in host
byteorder, andtheloadinstructionsconvertpacketdatafrom
networkorder to hostorder. Any referenceto databeyond
theendof thepacketterminatesthefilter with a returnvalue
of zero(i.e., thepacketis discarded).

The ALU operations(add, sub, etc.) performthe indi-
catedoperationusingtheaccumulatorandoperand,andstore
theresultbackinto theaccumulator. Division by zerotermi-
natesthefilter.

Thejump instructionscomparethevaluein theaccumula-
torwith aconstant(jset performsa“bitwise and”— useful
for conditionalbit tests). If the result is true (or non-zero),
thetruebranchis taken,otherwisethe falsebranchis taken.
Arbitrary comparisons,whicharelesscommon,canbedone
by subtractingandcomparingto 0. Note that thereareno
jlt, jle or jne opcodessincethesecanbebuilt from the
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#k theliteral valuestoredin k
#len thelengthof thepacket
M[k] theword at offsetk in thescratchmem-

ory store
[k] thebyte,halfword,or wordatbyteoffset

k in thepacket
[x+k] thebyte,halfword,or wordatoffsetx+k

in thepacket
L anoffsetfrom thecurrentinstructionto

L
#k, Lt, Lf the offset to Lt if the predicateis true,

otherwisetheoffsetto Lf
x theindexregister
4*([k]&0xf) four timesthevalueof thelow four bits

of thebyteat offsetk in thepacket

Table2: BPF Addressing Modes

codesaboveby reversingthe branches.Sincejump offsets
areencodedin eightbits,thelongestjumpis256instructions.
Jumpslongerthanthisareconceivable,soa jumpalwaysop-
codeis provided(jmp) thatusesthe32 bit operandfield for
theoffset.

Thereturninstructionsterminatetheprogramandindicate
how manybytesof the packetto accept. If that amountis
0, the packetwill be rejectedentirely. The actualamount
acceptedwill betheminimumof thelengthof thepacketand
theamountindicatedby thefilter.

3.4 Examples

Wenowpresentsomeexamplestoillustratehowpacketfilters
canbe expressedusingthe BPF instructionset. (In all the
examplesthatfollow, weassumeEthernetformatfor thelink
levelheaders.)

Thisfilter acceptsall IP packets:

ldh [12]
jeq #ETHERTYPE IP, L1, L2

L1: ret #TRUE
L2: ret #0

Thefirst instructionloadstheEthernettypefield. Wecom-
parethis to typeIP. If thecomparisonfails, zerois returned
andthe packetis rejected. If it is successful,TRUE is re-
turnedandthepacketis accepted.(TRUE is somenon-zero
valuethatrepresentsthenumberof bytesto save.)

Thisnextfilter acceptsall IP packetswhich did not origi-
natefromtwoparticularIPnetworks,128.3.112or128.3.254.
If theEthernettypeis IP, theIP sourceaddressis loadedand
thehigh24bitsaremaskedoff. Thisvalueis comparedwith
thetwo networkaddresses:

ldh [12]
jeq #ETHERTYPE IP, L1, L4

L1: ld [26]
and #0xffffff00
jeq #0x80037000,L4, L2

L2: jeq #0x8003fe00,L4, L3
L3: ret #TRUE
L4: ret #0

3.5 ParsingPacketHeaders

Thepreviousexamplesassumethatthedataof interestlie at
fixedoffsetsin thepacket.This is not thecase,for example,
with TCPpackets,whichareencapsulatedin avariablelength
IP header. Thestartof TCPheadermustbecomputedfrom
thelengthgivenin theIP header.

The IP headerlengthis given by the low four bits of the
first byte in the IP section(byte 14 on an Ethernet). This
valueis a word offset,andmustbescaledby four to get the
correspondingbyteoffset. The instructionsbelowwill load
thisoffsetinto theaccumulator:

ldb [14]
and #0xf
lsh #2

Oncethe IP headerlength is computed,datain the TCP
sectioncanbe accessedusing indirect loads. Note that the
effectiveoffsethasthreecomponents:

� theIP headerlength,

� thelink levelheaderlength,and

� thedataoffsetrelativeto theTCPheader.

For example,anEthernetheaderis 14bytesandthedesti-
nationport in a TCPpacketis at byte two. Thus,adding16
to theIP headerlengthgivestheoffsetto theTCPdestination
port. Thepreviouscodesegmentisshownbelow, augmented
to testtheTCPdestinationportagainstsomevalueN:

ldb [14]
and #0xf
lsh #2
tax
ldh [x+16]
jeq #N, L1, L2

L1: ret #TRUE
L2: ret #0

BecausetheIPheaderlengthcalculationisacommonoper-
ation,the4*([k]&0xf) addressingmodewasintroduced.
Substitutingin theldx instructionsimplifiesthefilter into:

ldx 4*([14]&0xf)
ldh [x+16]
jeq #N, L1, L2

L1: ret #TRUE
L2: ret #0
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However, the abovefilter is valid only if the datawe are
looking at is really a TCP/IPheader. Hence,the filter must
alsocheckthat link layer typeis IP, andthat theIP protocol
typeis TCP. Also, theIP layermight fragmentaTCPpacket,
in whichcasetheTCPheaderis presentonly in thefirst frag-
ment. Hence,any packetswith a non-zerofragmentoffset
shouldberejected.Thefinal filter is shownbelow:

ldh [12]
jeq #ETHERPROTO IP, L1, L5

L1: ldb [23]
jeq #IPPROTO TCP, L2, L5

L2: ldh [20]
jset #0x1fff, L5, L3

L3: ldx 4*([14]&0xf)
ldh [x+16]
jeq #N, L4, L5

L4: ret #TRUE
L5: ret #0

3.6 Filter PerformanceMeasurements

WeprofiledtheBPFandCSPFfilteringmodelsoutsidethe
kernelusingiprof [9], aninstructioncountprofiler. To fully
comparethetwo models,an indirectionoperatorwasadded
to CSPFsoit couldparseIP headers.Thechangewasminor
anddidnotadverselyaffecttheoriginalfilteringperformance.
Testswererunonlargepackettracefilesgatheredfromabusy
UCBerkeleycampusnetwork.Figure8showstheresultsfor
four fairly typicalfilters.

Filter 1 is trivial. It testswhetherone16 bit word in the
packetis a givenvalue.Thetwo modelsarefairly compara-
ble,with BPFfasterby about50%.

Filter 2 looks for a particularIP host (sourceor destina-
tion) andshowsmoreof a disparity—aperformancegapof
240%.Thelargerdifferencehereisduemostlyto thefactthat
CSPFoperatesonly on 16 bit wordsandneedstwo compar-
isonoperationsto determinetheequalityof a32 bit Internet
address.

Filter3 is anexampleof packetparsing(requiredto locate
the TCP destinationport field) andillustratesa yet greater
performancegap. The BPF filter parsesthe packetonce,
loadingtheportfield into theaccumulatorthensimplydoesa
comparisoncascadeof theinterestingports.TheCSPFfilter
mustre-dothe parseandrelocatethe TCP headerfor each
port to betested.

Finally, filter 5 demonstratestheeffectof theunnecessary
computationsdoneby CSPFfor a filter similar to the one
describedin figures6 and5.

4 Applications

BPFis now abouttwo yearsold andhasbeenput to work in
severalapplications.The mostwidely usedis tcpdump[4],
a networkmonitoringanddataacquisitiontool. Tcpdump

performsthreeprimary tasks: filter translation,packetac-
quisition, andpacketdisplay. Of interesthereis the filter
translationmechanism. A filter is specifiedwith a user-
friendly, high level descriptionlanguage. Tcpdumphasa
built in compiler (andoptimizer)which translatesthe high
level filters into BPF programs. Of course,this translation
processis transparentto theuser.

Arpwatch[5] is a passivemonitoringprogramthat tracks
Ethernetto IP addressmappings.It notifiesthe systemad-
ministrator, via email, whennew mappingsareestablished
or abnormalbehavioris noted. A commonadministrative
nuisanceis the useof a singleIP addressby morethanone
physicalhost,whicharpwatchdutifully detectsandreports.

A very different applicationof BPF hasbeenits incor-
porationinto a variantof the Icon ProgrammingLanguage
[3]. Two new datatypes,a packetanda packetgenerator
havebeenbuilt into the Icon interpreter. Packetsappearas
first classrecordobjects,allowingconvenient“dot operator”
accessto packetheaders.A packetgeneratorcanbeinstanti-
ateddirectly off thenetwork,or from a previouslycollected
file of tracedata. Icon is an interpreted,dynamicallytyped
languagewith high level stringscanningprimitivesandrich
datastructures.With theBPFextensions,it is well suitedfor
therapidprototypingof networkinganalysistools.

Netload and histo are two network visualization tools
which producereal time network statisticson an X dis-
play. Netload graphsutilization data in real time, using
tcpdumpstylefilter specifications.Histoproducesadynamic
interarrival-timehistogramof timestampedmultimedianet-
work packets.

TheReverseARP daemonusestheBPFinterfaceto read
andwrite ReverseARP requestsandrepliesdirectly to the
local network. (We developedthis programto allow us to
entirelyreplaceNIT byBPFin ourSunOS4systems.Eachof
theSunNIT-basedapplications(etherfind,traffic, andrarpd)
nowhasaBPFanalog.)

Finally, recentversionsof NNStat[1] andnfswatchcanbe
configuredto runoverBPF(in additiontorunningoverNIT).

5 Conclusion

BPF hasprovento be an efficient, extensible,andportable
interfacefor networkmonitoring. Our comparisonstudies
haveshownthat it outperformsNIT in its buffer manage-
mentandCSPFin its filtering mechanism.Its programmable
pseudo-machinemodelhasdemonstratedexcellentgeneral-
ity andextensibility(all knowledgeof particularprotocolsis
factoredout of the kernel). Finally, the systemis portable
andrunsonmostBSDandBSD-derivativesystems8 andcan
interactwith variousdatalink layers9.

8SunOS3.5,HP-300andHP-700BSD,SunOS4.x,4.3BSDTahoe/Reno,
and4.4BSD.

9Ethernet,FDDI, SLIP, andPPParecurrentlysupported.
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6 Availability

BPF is available via anonymous ftp from
hostftp.ee.lbl.gov aspartof thetcpdumpdistribution,
currentlyin thefile tcpdump-2.2.1.tar.Z. Eventually
we plan to factor BPF out into its own distributionso look
for bpf-*.tar.Z in thefuture. Arpwatchandnetloadare
alsoavailablefrom this site.

7 Acknowledgements

Thispaperwouldneverhavebeenpublishedwithout theen-
couragementof JeffreyMogul. Jeff portedtcpdumptoUltrix
andaddedlittle-endiansupport,uncoveringdozensof our
byte-orderingbugs. He also inspiredthejset instruction
by forcing us to considerthe arduoustaskof parsingDEC-
NET packetheaders.Mike Karelssuggestedthat the filter
shoulddecidenot only whetherto accepta packet,but also
howmuchof it tokeep.CraigLereswasthefirstmajoruserof
BPF/tcpdumpandis responsiblefor findingandfixing many
bugsin both. ChrisTorekhelpedwith thepacketprocessing
performancemeasurementsandprovidedinsighton various
BSDpeculiarities.Finally, wearegratefulto themanyusers
andextendersof BPF/tcpdumpacrossthe Internetfor their
suggestions,bugfixes,sourcecode,andthemanyquestions
thathave,over theyears,greatlybroadenedour view of the
networkingworld andBPF’splacein it.

Finally, wewould like to thankVernPaxson,CraigLeres,
Jeff Mogul, SugihJamin,and the refereesfor their helpful
commentson draftsof thispaper.

References

[1] BRADEN
� , R. T. A pseudo-machinefor packetmonitoringand

statistics. In Proceedingsof SIGCOMM’88 (Stanford,CA,
Aug. 1988),ACM.

[2] DIG
�

ITAL EQU
�

IPMEN
�

T CORPORATION
� . packetfilter(4),Ultrix

V4.1Manual.

[3] GRISW
�

OLD, R. E., AN
�

D GRISW
�

OLD, M. T. TheIcon Program-
ming Language. PrenticeHall, Inc., EnglewoodClif fs, NJ,
1983.

[4] JAC
 

OBSON
� , V., LERES, C., AN

�
D MC

 CAN
�

N
�

E, S. TheTcpdump
ManualPage. LawrenceBerkeleyLaboratory, Berkeley, CA,
June1989.

[5] LERES, C. TheArpwatchManualPage. LawrenceBerkeley
Laboratory, Berkeley, CA, Sept.1992.

[6] MC
 CAN

�
N

�
E, S. TheBPF Manual Page. LawrenceBerkeley

Laboratory, Berkeley, CA, May 1991.

[7] MOG
�

U
�

L, J. C. Efficient useof workstationsfor passivemon-
itoring of local areanetworks.In Proceedingsof SIGCOMM
’90 (Philadelphia,PA, Sept.1990),ACM.

[8] MOG
�

U
�

L, J. C., RASHID, R. F., AN
�

D AC
 

C
 

ETTA, M. J. Thepacket
filter: An efficientmechanismfor user-levelnetworkcode.In
Proceedingsof 11th Symposiumon OperatingSystemsPrin-
ciples(Austin,TX, Nov. 1987),ACM, pp.39–51.

[9] RIC
 

E, S. P. iprof sourcecode,May 1991.Brown University.

[10] SU
�

N
� MIC

 
ROSYSTEMS IN� C

 . NIT(4P); SunOS4.1.1 Reference
Manual. MountainView, CA, Oct.1990.PartNumber:800-
5480-10.


