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INtroduCtIoN
The Network Advertising Initiative (“NAI”) is the leading self-regulatory body governing “third parties” in 
the online advertising ecosystem. The NAI is currently composed of more than 90 member companies and 
expanding. Since 2000, the NAI has imposed self-regulatory standards that establish and reward responsible 
business and data management practices with respect to the collection and use of data for Interest-Based 
#FXGTVKUKPI�CPF�TGNCVGF�RTCEVKEGU��6JG�0#+�%QFG��ƂTUV�CFQRVGF�KP�������WRFCVGF�KP�������CPF�WRFCVGF�CICKP�
with this revision in 2013, imposes notice, transparency, choice, and data security requirements on NAI member 
companies. Members are held to the promises they make to adhere to the NAI Code through a rigorous com-
pliance and enforcement program that includes annual reviews, ongoing technical monitoring, mechanisms for 
accepting and investigating complaints of non-compliance, and sanction procedures. The NAI believes that, 
like a successful privacy program, effective self-regulatory programs must constantly evolve to take into account 
changes in business models, technologies, and public policy. The NAI strives to stay abreast of all such changes 
CPF�GPUWTG�VJCV�VJG�UWDUVCPVKXG�QDNKICVKQPU�KORQUGF�QP�OGODGT�EQORCPKGU�TGƃGEV�VJG�EWTTGPV�NCPFUECRG��6Q�
that end, in 2012, the NAI convened a working group composed of dozens of member companies. That group, 
NAI staff, and the NAI Board of Directors evaluated the current advertising ecosystem, convening numerous 
conference calls to discuss such topics as: (1) changes in the ecosystem that the Code should address; (2) notice 
requirements; (3) choice requirements; and (4) prohibited uses of data collected for Interest-Based Advertising. 
From that work, the NAI developed a draft code of conduct, which it put out for public comment in March 
������6JG�0#+�KPEQTRQTCVGF�VJG�EQOOGPVU�KV�TGEGKXGF�KPVQ�VJKU�ƂPCN������0#+�%QFG�QH�%QPFWEV�

Purpose of this revised Code
With this 2013 update to its Code of Conduct, the NAI seeks to accomplish several goals. First, the NAI wants 
to ensure that NAI member companies continue to implement, honor, and maintain strong standards with 
respect to the collection and use of data for online advertising. The NAI recognizes the unique role that NAI 
members play in the Internet ecosystem. While our members are responsible for driving much of the revenue 
VJCV�CNNQYU�YGD�RWDNKUJGTU�CPF�QVJGT�pƂTUV�RCTVKGUq�VQ�RTQXKFG�VJG�EQPVGPV�CPF�UGTXKEGU�VJCV�WUGTU�GPLQ[�HQT�
free, they also present unique concerns for some precisely because they lack a direct relationship with users. 
'XGP�VJQWIJ�0#+�OGODGT�EQORCPKGU�RTKOCTKN[�EQNNGEV�CPF�WUG�QPN[�PQP�RGTUQPCNN[�KFGPVKƂCDNG�KPHQTOCVKQP��
we believe that the NAI must impose rigorous education, notice, and choice requirements. And, as noted 
above, we believe we must continue to adapt those requirements to ensure that our self-regulatory framework 
remains relevant and meaningful.

Second, the “third party” online advertising ecosystem has expanded and become more complex since the 
0#+�NCUV�WRFCVGF�KVU�%QFG�QH�%QPFWEV�KP�������#V�KVU�KPEGRVKQP�KP������CPF�KPVQ�������VJG�0#+�YCU�EQORQUGF�
primarily of “ad networks” that collected data across a network of websites for the purpose of serving ads based 
upon users’ presumed interests. Today, NAI membership is still composed entirely of “third parties” (or, in the 
case of some member companies, with the parts of the businesses that collect data as a “third party”), but the 
variety of business models is substantially more varied. NAI members today include not only ad networks, but 
also demand side platforms (DSPs), supply side platforms (SSPs), data management platforms (DMPs), data 
CIITGICVQTU��CF�GZEJCPIGU��ETGCVKXG�QRVKOK\CVKQP�ƂTOU��[KGNF�QRVKOK\CVKQP�ƂTOU��UJCTKPI�WVKNKVKGU��CPF�QVJGTU��
The NAI wants to ensure that it can welcome all companies in the ad technology space, and that its Code of 
%QPFWEV�KU�ƃGZKDNG�GPQWIJ�VQ�CEEQOOQFCVG�DQVJ�GZKUVKPI�CPF�GOGTIKPI�DWUKPGUU�OQFGNU�CPF�RTCEVKEGU��

(KPCNN[��UKPEG�VJG�0#+�NCUV�WRFCVGF�KVU�%QFG�QH�%QPFWEV�KP�NCVG�������VJGTG�JCXG�DGGP�UKIPKƂECPV�EJCPIGU�KP�
the regulatory and self-regulatory landscape surrounding online advertising. Shortly after the NAI released its 
�����%QFG�QH�%QPFWEV��VJG�(6%�KP�(GDTWCT[������TGNGCUGF�C�5VCHH�4GRQTV�UGVVKPI�HQTVJ�C�UGV�QH�5GNH�4GIWNCVQT[�
Principles for Online Behavioral Advertising. Those principles are substantially similar to the NAI Code, and 
the NAI had informally adopted those principles through its compliance program. Nevertheless, the FTC’s 
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1 The NAI Code is not intended to govern member companies’ collection and use of data on mobile applications. It is, however, 
KPVGPFGF�VQ�GUVCDNKUJ�DCUGNKPG�UVCPFCTFU�HTQO�YJKEJ�OQDKNG�CRRNKECVKQP�URGEKƂE�IWKFGNKPGU�ECP�DG�FGXGNQRGF��6JG�0#+�KU�TGNGCUKPI�KP�
a separate document guidelines that specify the notice, choice, and other protections required of companies collecting and using data 
HTQO�OQDKNG�CRRNKECVKQPU�HQT�+PVGTGUV�$CUGF�#FXGTVKUKPI�CPF�#F�&GNKXGT[�CPF�4GRQTVKPI��

2 See &KIKVCN�#FXGTVKUKPI�#NNKCPEG��5GNH�4GIWNCVQT[�2TKPEKRNGU�HQT�1PNKPG�$GJCXKQTCN�#FXGTVKUKPI�
&##�1$#�2TKPEKRNGU���available at 
http://www.aboutads.info/obaprinciples; see also�&KIKVCN�#FXGTVKUKPI�#NNKCPEG��5GNH�4GIWNCVQT[�2TKPEKRNGU�HQT�/WNVK�5KVG�&CVC�
&##�/WNVK�
Site Data Principles), available at http://www.aboutads.info/resource/download/Multi-Site-Data-Principles.pdf. 

OBA Principles – and the “enhanced notice” requirement in particular – have not until this time been formally 
EQFKƂGF�D[�VJG�0#+��+P�CFFKVKQP��CNUQ�UKPEG�VJG�0#+�NCUV�WRFCVGF�KVU�%QFG�QH�%QPFWEV��VJG�&KIKVCN�#FXGTVKUKPI�
Alliance (DAA) adopted, and has since begun enforcing, principles governing the collection and use of data 
for Online Behavioral Advertising (OBA). The DAA has also adopted the “AdChoices” standard industry icon, 
which is designed to inform users where ads are targeted to their interests. That icon, which is served trillions 
of times a month, is now an important component of self-regulation of online behavioral advertising practices. 

Scope of the NAI Code 
The NAI Code governs only NAI member companies. It does not govern all data collection by member 
EQORCPKGU��DWV�KU�NKOKVGF�VQ�VJGKT�p+PVGTGUV�$CUGF�#FXGTVKUKPIq�CPF�p#F�&GNKXGT[�CPF�4GRQTVKPIq�CEVKXKVKGU�CU�
FGƂPGF�KP�VJKU�%QFG��6JG�%QFG�FQGU�not govern member companies’ activities insofar as they are acting as 
ƂTUV�RCTVKGU�QT�UQNGN[�QP�DGJCNH�QH�C�UKPING�ƂTUV�RCTV[��(QT�GZCORNG��C�EQORCP[�EQNNGEVKPI�CPF�WUKPI�FCVC�QP�C�
UKPING�FQOCKP�QT�UGV�QH�CHƂNKCVGF�FQOCKPU�HQT�VJG�RWTRQUG�QH�EQPFWEVKPI�CPCN[VKEU�YQWNF�PQV�DG�EQXGTGF�D[�
VJG�%QFG�UQ�NQPI�CU�VJG�FCVC�YCU�PQV�EQODKPGF�YKVJ�FCVC�QDVCKPGF�QP�PQP�CHƂNKCVGF�YGDUKVGU�QT�UQNF�HQT�WUG�
QP�PQP�CHƂNKCVG�YGDUKVGU��6Q�VJG�GZVGPV�C�EQORCP[�EQNNGEVGF�FCVC�CETQUU�PQP�CHƂNKCVGF�YGDUKVGU��GKVJGT�HQT�VJG�
RWTRQUG�QH�GPICIKPI�KP�+PVGTGUV�$CUGF�#FXGTVKUKPI�QT�HQT�#F�&GNKXGT[�CPF�4GRQTVKPI�CETQUU�OWNVKRNG�YGDUKVGU��
that activity would be governed by the NAI Code.  

#U�QH�VQFC[��VJG�0#+�%QFG�CRRNKGU�VQ�OGODGTUo�+PVGTGUV�$CUGF�#FXGTVKUKPI�CPF�#F�&GNKXGT[�CPF�4GRQTVKPI�
Activities that: (1) occur in the United States or (2) apply to U.S. users. We encourage NAI members to apply 
the high standards of the NAI Code to these activities globally (and many member companies do so), but only 
7�5��DCUGF�QPNKPG�CFXGTVKUKPI�CEVKXKVKGU�CTG�UWDLGEV�VQ�VJG�0#+�EQORNKCPEG�RTQITCO�VQFC[��/GODGT�EQORCPKGU�
are, of course, expected to abide by the laws applicable to their businesses. The NAI Code generally goes 
CDQXG�VJG�TGSWKTGOGPVU�QH�CRRNKECDNG�NCYU��*QYGXGT��VQ�VJG�GZVGPV�VJGTG�KU�C�EQPƃKEV�DGVYGGP�VJG�0#+�%QFG�
and a member’s obligations under applicable law, the member should abide by the applicable law. 

9JKNG�0#+�OGODGTU�EWTTGPVN[�WUG�EQQMKGU��LCXCUETKRV��CPF�RKZGNU�HQT�VJG�CEVKXKVKGU�IQXGTPGF�D[�VJG�0#+��
the Code is intended to be neutral with respect to the technologies used for Interest-Based Advertising. 
As Interest-Based Advertising models expand beyond traditional desktop web browsing to mobile 
devices and tablets where cookies are ineffective, companies may use other technologies to collect data 
and target ads. The NAI anticipates that such technologies, properly implemented, will also provide users 
an appropriate degree of transparency and control, and the principles contained herein are intended to 
apply regardless of the technology used.1     

relationship to the dAA’s oBA and Multi-Site data Principles
As noted above, the Digital Advertising Alliance has developed and enforces, through the Better Business 
Bureau (BBB) and the Direct Marketing Association (DMA), a set of Principles governing the collection and 
WUG�QH�FCVC�HQT�1$#��CU�YGNN�CU�C�UGV�QH�2TKPEKRNGU�IQXGTPKPI�VJG�EQNNGEVKQP�QH�FCVC�CETQUU�WPCHƂNKCVGF�YGDUKVGU�
more generally.2 The DAA is composed of six trade associations representing website publishers, advertisers, 
QHƃKPG�FCVC�RTQXKFGTU��and the “third parties” represented by the NAI. As a result, its Principles for OBA and 
for Multi-Site Data collection govern the entire Internet ecosystem and impose obligations not only on third 
parties, but also on website publishers. 



3

Because NAI member companies are bound both by the DAA’s Principles and by the NAI Code, this Code 
NCTIGN[�JCTOQPK\GU�YKVJ�VJG�&##oU�2TKPEKRNGU�CU�VJG[�CRRN[�VQ�VJG�1$#�CPF�#F�&GNKXGT[�CPF�4GRQTVKPI�D[�
NAI member companies. Thus, for example, the Code imposes an “enhanced” notice requirement for ads 
informed by Interest-Based Advertising and also makes explicit the purposes for which member companies 
may not use, or allow the use of, data collected for advertising purposes (borrowing from the DAA’s Multi-Site 
Data Principles). As always, unlike the DAA’s OBA Principles, the NAI Code applies only to NAI members,3 

and only to the extent they are engaged in activities addressed by the NAI Code. As a result, obligations 
applicable to other companies in the advertising ecosystem contained in the DAA Principles are not included 
in the NAI Code. Similarly, obligations imposed on third-party advertising companies are in some cases 
phrased differently in this Code than in the DAA Principles. 

+P�UQOG�KPUVCPEGU��VJKU�%QFG�
NKMG�VJG������0#+�%QFG��KORQUGU�QDNKICVKQPU�QP�OGODGT�EQORCPKGU�DG[QPF�
those required by the current DAA OBA and Multi-Site Data Principles. Those obligations include: (1) 
heightened notice and consent requirements for the merger of PII with Non-PII collected and used for 
p+PVGTGUV�$CUGF�#FXGTVKUKPIq�
CU�FGƂPGF�KP�VJG�%QFG���
���EQPVTCEVWCN�PQVKEG�TGSWKTGOGPVU��
���C�TGSWKTGOGPV�
to provide transparency with respect to any health-related interest segments; (4) a requirement that the 
technologies used for Interest-Based Advertising provide users an appropriate degree of transparency and 
control; (5) data retention limits and disclosure obligations; (6) reliable sources requirements; (7) limitations on 
VJG�VTCPUHGT�QH�FCVC�EQNNGEVGF�HQT�QPNKPG�CFXGTVKUKPI�CEVKXKVKGU��CPF�
���CEEGUU�TGSWKTGOGPVU�HQT�2++�CPF�CUUQEKCVGF�
Non-PII used for Interest-Based Advertising. These additional obligations ensure both consumers and 
companies that do business with third parties that NAI member companies implement, honor, and maintain 
the highest standards for data collection for online advertising – increasing trust across the entire ecosystem. 
Thus, the NAI Code complements and enhances the DAA Principles.

Framework of the Code 
The fundamental principle underpinning this Code is that differing notice and choice obligations 
should apply depending on the sensitivity and the proposed use of the data. This basic principle, which 
JCU�NQPI�DGGP�TGEQIPK\GF�D[�VJG�0#+��KU�UWRRQTVGF�D[�VJG�(6%�(KPCN�2TKXCE[�4GRQTV�CPF�VJG�9JKVG�
*QWUG�2TKXCE[�4GRQTV�4 both of which explicitly acknowledge that privacy protections should not be 
CRRNKGF�KP�C�pQPG�UK\G�ƂVU�CNNq�CRRTQCEJ�DWV�UJQWNF�DG�ƃGZKDNG��UECNCDNG��CPF�VCMG�KPVQ�CEEQWPV�VJG�
context in which the data is collected and used. 

6Q�VJCV�GPF��VJKU�%QFG�KFGPVKƂGU�VJTGG�ECVGIQTKGU�QH�FCVC�QH�XCT[KPI�NGXGNU�QH�pKFGPVKƂCDKNKV[q�CPF�
imposes different obligations on NAI members based on the sensitivity of the data. These three 
ECVGIQTKGU�CTG��
���2GTUQPCNN[�+FGPVKƂCDNG�+PHQTOCVKQP�
2++���
���0QP�2++��CPF�
���&G�+FGPVKƂGF�&CVC��2++�
refers to data that is used or intended to be used to identify a particular individual; Non-PII refers to 
data that is not linked or reasonably linkable to an individual, but is linked or reasonably linkable to a 
particular computer or device��CPF�&G�+FGPVKƂGF�&CVC�TGHGTU�VQ�FCVC�VJCV�KU�PQV�NKPMCDNG�VQ�GKVJGT�CP�
individual or a device. In addition, this Code imposes obligations with respect to “Sensitive Data” and 
p2TGEKUG�)GQNQECVKQP�&CVC�q�5GPUKVKXG�&CVC�KU�FGƂPGF�VQ�KPENWFG�URGEKƂE�V[RGU�QH�2++�VJCV�CTG�UGPUKVKXG�
in nature, as well as Non-PII related to precise health information and sexual orientation. Precise 
)GQNQECVKQP�&CVC�KU�C�FGƂPGF�VGTO�WPFGT�VJG�%QFG�

3   The NAI Code does promote some best practices for non-NAI member companies. For example, the NAI requires member 
companies to work with reliable sources and requires member companies to require their website partners to provide notice and choice 
on their sites. The NAI does not, however, impose any obligations on non-NAI member companies.  

4� (GFGTCN�6TCFG�%QOOKUUKQP��2TQVGEVKPI�%QPUWOGT�2TKXCE[�KP�CP�'TC�QH�4CRKF�%JCPIG��4GEQOOGPFCVKQPU�HQT�$WUKPGUUGU�CPF�
2QNKE[OCMGTU�
/CTEJ�������
(6%�(KPCN�2TKXCE[�4GRQTV���available at http://www.ftc.gov/os/2012/03/120326privacyreport.pdf; White House, 
Consumer Data Privacy in a Networked World: A Framework for Protecting Privacy and Promoting Innovation in the Global Digital 
'EQPQO[�
(GDTWCT[�������
9JKVG�*QWUG�2TKXCE[�4GRQTV���available at�JVVR���YYY�YJKVGJQWUG�IQX�UKVGU�FGHCWNV�ƂNGU�RTKXCE[�ƂPCN�RFH��
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2013 NAI CodE oF CoNduCt
I. definitions
 A.  INtErESt-BASEd AdvErtISINg
  Interest-Based Advertising means the collection of data across web domains owned or operated by  
  different entities for the purpose of delivering advertising based on preferences or interests known  
  or inferred from the data collected. 

 B.  Ad dElIvEry ANd rEPortINg
� � #F�&GNKXGT[�CPF�4GRQTVKPI�KU�UGRCTCVG�CPF�FKUVKPEV�HTQO�+PVGTGUV�$CUGF�#FXGTVKUKPI�CPF�OGCPU�VJG� 
  logging of page views or the collection of other information about a computer or device for the  
  purpose of delivering ads or providing advertising-related services, including but not limited to:  
� � RTQXKFKPI�C�URGEKƂE�CFXGTVKUGOGPV�DCUGF�QP�C�RCTVKEWNCT�V[RG�QH�DTQYUGT�QT�VKOG�QH�FC[��UVCVKUVKECN� 
  reporting in connection with the activity on a website; analytics and analysis; optimization of location  
  of ad placement; ad performance; reach and frequency metrics (e.g., frequency capping); security and  
  fraud prevention; billing; and logging the number and type of ads served on a particular day to a  
  particular website. 

 C.  PErSoNAlly IdENtIFIABlE INForMAtIoN (PII)
� � 2GTUQPCNN[�+FGPVKƂCDNG�+PHQTOCVKQP�
2++��KU�CP[�KPHQTOCVKQP�WUGF�QT�KPVGPFGF�VQ�DG�WUGF�VQ�KFGPVKH[�C 
� � RCTVKEWNCT�KPFKXKFWCN��KPENWFKPI�PCOG��CFFTGUU��VGNGRJQPG�PWODGT��GOCKN�CFFTGUU��ƂPCPEKCN�CEEQWPV� 
� � PWODGT��CPF�IQXGTPOGPV�KUUWGF�KFGPVKƂGT��

 d.  NoN-PII
� � 0QP�2++�KU�FCVC�VJCV�KU�PQV�2++�CU�FGƂPGF�KP�VJG�0#+�%QFG��DWV�VJCV�KU�NKPMGF�QT�TGCUQPCDN[�NKPMCDNG�VQ� 
� � C�RCTVKEWNCT�EQORWVGT�QT�FGXKEG��0QP�2++�KPENWFGU��DWV�KU�PQV�NKOKVGF�VQ��WPKSWG�KFGPVKƂGTU�CUUQEKCVGF� 
� � YKVJ�WUGTUo�EQORWVGTU�QT�FGXKEGU�CPF�+2�CFFTGUUGU��YJGTG�UWEJ�KFGPVKƂGTU�QT�+2�CFFTGUUGU�CTG�PQV� 
� � NKPMGF�VQ�2++��0QP�2++�FQGU�PQV�KPENWFG�&G�+FGPVKƂGF�&CVC�

 E.  dE-IdENtIFIEd dAtA
� � &G�+FGPVKƂGF�&CVC�KU�FCVC�VJCV�KU�PQV�NKPMGF�QT�TGCUQPCDN[�NKPMCDNG�VQ�CP�KPFKXKFWCN�QT�VQ�C�RCTVKEWNCT� 
  computer or device. 

 F.  PrECISE gEoloCAtIoN dAtA
  Precise Geolocation Data is information that describes the precise real-time geographic location of an  
� � KPFKXKFWCN�FGTKXGF�VJTQWIJ�CP[�VGEJPQNQI[�VJCV�KU�ECRCDNG�QH�FGVGTOKPKPI�YKVJ�TGCUQPCDNG�URGEKƂEKV[� 
  the actual physical location of a person or device, such as GPS level latitude-longitude coordinates  
  or Wi-Fi triangulation.

 g.  SENSItIvE dAtA
  Sensitive Data includes:
� � r� 5QEKCN�5GEWTKV[�0WODGTU�QT�QVJGT�IQXGTPOGPV�KUUWGF�KFGPVKƂGTU�
� � r Insurance plan numbers;
� � r Financial account numbers;
� � r Precise information about past, present, or potential future health or medical conditions or  
   treatments, including genetic, genomic, and family medical history; and
� � r Sexual orientation.
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 H.  oPt-IN CoNSENt
� � 1RV�+P�%QPUGPV�OGCPU�VJCV�C�WUGT�VCMGU�UQOG�CHƂTOCVKXG�CEVKQP�VJCV�OCPKHGUVU�VJG�KPVGPV�VQ�QRV�KP�

 I.  oPt-out MECHANISM
  Opt-Out Mechanism is an easy-to-use mechanism by which users may exercise choice to disallow  
  Interest-Based Advertising with respect to a particular browser or device. 

II.  Member requirements
 A.  EduCAtIoN
  1. Members shall collectively maintain an NAI website to serve as a centralized portal offering  
   education about Interest-Based Advertising, the requirements of the NAI Code, and  
   information about and centralized access to user choice mechanisms.

  2.  Members shall use reasonable efforts, both individually and collectively, to educate  
   users about Interest-Based Advertising, and the choices available to them with respect  
   to Interest-Based Advertising.

 B.  trANSPArENCy ANd NotICE 
  1.  Each member company shall provide clear, meaningful, and prominent notice on its website that  
   describes its data collection, transfer, and use practices for Interest-Based Advertising and/or  
� � � #F�&GNKXGT[�CPF�4GRQTVKPI��5WEJ�PQVKEG�UJCNN�KPENWFG�FGUETKRVKQPU�QH�VJG�HQNNQYKPI��CU�CRRNKECDNG�

� � � C�� 6JG�+PVGTGUV�$CUGF�#FXGTVKUKPI�CPF�QT�#F�&GNKXGT[�CPF�4GRQTVKPI�CEVKXKVKGU�WPFGTVCMGP� 
    by the member company; 

   b.  The types of data collected, including any PII collected or used for Interest-Based  
� � � � #FXGTVKUKPI�QT�#F�&GNKXGT[�CPF�4GRQTVKPI�RWTRQUGU��

   c. How such data will be used, including transfer, if any, to a third party; 

   d.  A general description of the technologies used by the company for Interest-Based  
� � � � #FXGTVKUKPI�CPF�#F�&GNKXGT[�CPF�4GRQTVKPI�

   e.  That the company is a member of the NAI and adheres to the NAI Code;

   f.  The approximate length of time that data used for Interest-Based Advertising or  
� � � � #F�&GNKXGT[�CPF�4GRQTVKPI�YKNN�DG�TGVCKPGF�D[�VJG�OGODGT�EQORCP[��CPF

   g.  An Opt-Out Mechanism.

  2.  Members that use standard interest segments for Interest-Based Advertising that are based  
   on health-related information or interests shall disclose such segments on their websites. 
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  3.  Members shall require the websites where they collect data for Interest-Based Advertising to  
   clearly and conspicuously post notice that contains: 

   a. A statement of the fact that data may be collected for Interest-Based Advertising;

   b.  A description of types of data that are collected for Interest-Based Advertising purposes;

   c. An explanation of how, and for what purpose, the data collected will be used or  
    transferred to third parties; and

   d. A conspicuous link to an Opt-Out Mechanism. 

  4.  As part of members’ overall efforts to promote transparency in the marketplace, members should  
   make reasonable efforts to enforce contractual notice requirements and to otherwise ensure that  
   all websites where they collect data for Interest-Based Advertising purposes furnish notices  
   comparable to those described above.

  5. Members shall provide, or support the provision of, notice of Interest-Based Advertising data  
   collection and use practices and the choices available to users in or around advertisements that  
   are informed by Interest-Based Advertising. 

 C.  uSEr CoNtrol
  1. The level of choice that members must provide is commensurate with the sensitivity and  
� � � KPVGPFGF�WUG�QH�VJG�FCVC��5RGEKƂECNN[�

   a. Use of Non-PII for Interest-Based Advertising shall require an Opt-Out Mechanism,  
    which shall be available both on the NAI website and on the member’s website. 

   b.  Use of PII to be merged with Non-PII on a going-forward basis for Interest-Based  
    Advertising purposes (prospective merger) shall require provision of an Opt-Out  
    Mechanism accompanied by robust notice of such choice.

   c.  Use of PII to be merged with previously collected Non-PII for Interest-Based  
    Advertising purposes (retrospective merger) shall require a user’s Opt-In Consent. 

   d.  Use of Precise Geolocation Data for Interest-Based Advertising shall require  
    a user’s Opt-In Consent.

   e.  Use of Sensitive Data for Interest-Based Advertising shall require a user’s 
    Opt-In Consent.

  2. When a user has opted out of Interest-Based Advertising, member companies must honor the  
   user’s choice as to the particular browser or device. Companies may continue to collect data for  
� � � QVJGT�RWTRQUGU��KPENWFKPI�#F�&GNKXGT[�CPF�4GRQTVKPI�

  3. The technologies that members use for Interest-Based Advertising purposes must provide users  
   with an appropriate degree of transparency and control.
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 d.  uSE lIMItAtIoNS
� � ��� /GODGT�EQORCPKGU�UJCNN�PQV�ETGCVG�+PVGTGUV�$CUGF�#FXGTVKUKPI�UGIOGPVU�URGEKƂECNN[�VCTIGVKPI� 
� � � EJKNFTGP�WPFGT����YKVJQWV�QDVCKPKPI�XGTKƂCDNG�RCTGPVCN�EQPUGPV�

  2. Members shall not use, or allow use of, data collected for Interest-Based Advertising or Ad  
� � � &GNKXGT[�CPF�4GRQTVKPI�HQT�CP[�QH�VJG�HQNNQYKPI�RWTRQUGU�

   a. Employment Eligibility;

   b.  Credit Eligibility;

   c. Health Care Eligibility; or

   d. Insurance Eligibility and Underwriting and Pricing.

  3.  Members who make a material change to their Interest-Based Advertising data collection and  
   use policies and practices shall obtain Opt-In Consent before applying such change to data  
   collected prior to the change. In the absence of Opt-In Consent, data collected prior to the  
   material change in policy shall continue to be governed by the policy in effect at the time  
   the information was collected. 

 E. trANSFEr rEStrICtIoNS
� � ���� /GODGTU�UJCNN�EQPVTCEVWCNN[�TGSWKTG�VJCV�CP[�WPCHƂNKCVGF�RCTVKGU�VQ�YJKEJ�VJG[�RTQXKFG�2++�HQT� 
� � � +PVGTGUV�$CUGF�#FXGTVKUKPI�QT�#F�&GNKXGT[�CPF�4GRQTVKPI�UGTXKEGU�CFJGTG�VQ�CRRNKECDNG� 
   provisions of this Code.

  2.  Members shall contractually require that all parties to whom they provide Non-PII collected  
   across web domains owned or operated by different entities not attempt to merge such  
   Non-PII with PII held by the receiving party or to re-identify the individual without obtaining  
   the individual’s Opt-In Consent. This requirement does not apply where the Non-PII is  
   proprietary data of the receiving party.

 F. dAtA ACCESS, QuAlIty, SECurIty, ANd rEtENtIoN
  1.  Members shall provide users with reasonable access to PII, and other information that is  
   associated with PII, retained by the member for Interest-Based Advertising purposes.

  2.  Members shall conduct appropriate due diligence to ensure that they obtain data used  
   for Interest-Based Advertising from reliable sources that provide users with appropriate  
   levels of notice and choice.

  3. Members that collect, transfer, or store data for use in Interest-Based Advertising and/or  
� � � #F�&GNKXGT[�CPF�4GRQTVKPI�UJCNN�RTQXKFG�TGCUQPCDNG�UGEWTKV[�HQT�VJCV�FCVC�

� � ��� /GODGTU�GPICIGF�KP�+PVGTGUV�$CUGF�#FXGTVKUKPI�CPF�QT�#F�&GNKXGT[�CPF�4GRQTVKPI�UJCNN�TGVCKP� 
� � � 0QP�2++�CPF�2++�EQNNGEVGF�HQT�VJGUG�CEVKXKVKGU�QPN[�CU�NQPI�CU�PGEGUUCT[�VQ�HWNƂNN�C�NGIKVKOCVG� 
   business need, or as required by law.
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III. Accountability
 A. MEMBEr oBlIgAtIoNS
  1. The NAI Code is self-regulatory in nature and is binding on all members of the NAI.

  2. To help ensure compliance with the NAI Code, each member company should designate  
   at least one individual with responsibility for managing the company’s compliance with  
   the NAI Code and providing training to relevant staff within the company. 

  3. Membership in the NAI requires public representations that a member company’s business  
   practices are compliant with each aspect of the NAI Code that applies to its business model,  
   as supplemented by applicable implementation guidelines that shall be adopted by the NAI  
   Board from time to time. Such representations involve explicit acknowledgement of NAI  
   membership and compliance with the Code in each member’s publicly available privacy  
   policy, and inclusion in a group listing of participating companies on a designated page  
   of the NAI website.

 B. NAI ovErSIgHt
  1. Members are required to annually undergo reviews of their compliance with the NAI Code  
   by NAI compliance staff or other NAI designee. Members shall fully cooperate with NAI  
   compliance staff or NAI designee, including in the course of annual compliance reviews  
   and any investigation of a potential violation of the NAI Code.  

  2. The NAI’s policies and procedures for annual compliance reviews and compliance investigations  
   may be updated from time to time, and these policies and procedures shall be made available  
   on the NAI website. These policies and procedures shall not only describe the process  
   undertaken for a compliance review, but shall also articulate the penalties that could be  
� � � KORQUGF�HQT�C�ƂPFKPI�QH�PQP�EQORNKCPEG��KPENWFKPI�TGHGTTCN�QH�VJG�OCVVGT�VQ�VJG�7�5�� 
   Federal Trade Commission.

  3.  The NAI shall annually post on its website a report summarizing the compliance of its  
   members with the NAI Code and NAI policies, including any enforcement actions taken  
   and a summary of complaints received.

 C. uSEr CoMPlAINtS
  1. The NAI website shall include a centralized mechanism to receive user questions or  
   complaints relating to members’ compliance with this Code.

  2. Each member shall provide a mechanism by which users can submit questions or concerns  
   about the company’s collection and use of data for Interest-Based Advertising, and shall  
   make reasonable efforts to timely respond to and resolve questions and concerns that  
   implicate the company’s compliance with the NAI Code and NAI policies.
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CoMMENtAry oN 2013 NAI CodE oF CoNduCt
The purpose of the commentary is not to add substantive obligations on member companies or to alter the 
principles set forth in the Code itself, but to explain the intent behind certain provisions of the Code. The 
commentary is also intended to provide examples of ways member companies can meet the substantive 
obligations of the Code.

I. definitions
INtErESt-BASEd AdvErtISINg
+PVGTGUV�$CUGF�#FXGTVKUKPI�KU�FGƂPGF�CU�VJG�EQNNGEVKQP�QH�FCVC�CETQUU�YGD�FQOCKPU�QYPGF�QT�QRGTCVGF�
by different entities for the purpose of delivering advertising based on preferences or interests known 
QT�KPHGTTGF�HTQO�VJG�FCVC�EQNNGEVGF��%QPUKUVGPV�YKVJ�VJG�&##oU�1$#�2TKPEKRNGU�CPF�VJG�(6%oU�FGƂPKVKQP�QH�
1PNKPG�$GJCXKQTCN�#FXGTVKUKPI��VJG�FGƂPKVKQP�QH�+PVGTGUV�$CUGF�#FXGTVKUKPI�FQGU�not include “contextual 
CFXGTVKUKPI�q�KP�YJKEJ�VJG�CF�UGNGEVGF�FGRGPFU�WRQP�VJG�EQPVGPV�QH�VJG�RCIG�QP�YJKEJ�KV�KU�UGTXGF��QT�pƂTUV�
party” marketing, in which ads are customized or products are suggested based on the content of the page or 
users’ activity on the page (including the content they view or the searches they perform).5 To the extent NAI 
member companies are engaged in such activities, those activities are outside of the scope of the NAI Code.

Online Behavioral Advertising/Interest-Based Advertising has always been understood to include the 
collection of data about a computer or device’s web viewing (or “click stream”) behavior over time to place 
browsers or devices into interest segments such as “car enthusiast” or “interested in travel.” In this Code, 
Interest-Based Advertising also includes the practice known as “retargeting,” where the ad served on one 
website is selected based on a visit to a different website. For example, if a user visits SampleTravel.com, 
and then visits SampleNewspaper.com and is served an ad for SampleTravel based on the previous visit to 
5CORNG6TCXGN�EQO��VJCV�CEVKXKV[�HCNNU�YKVJKP�VJG�FGƂPKVKQP�QH�+PVGTGUV�$CUGF�#FXGTVKUKPI�GXGP�VJQWIJ�VJG�CF�YCU�
selected based on a single website visit and the user may not have been included in an interest segment such 
as “interested in travel.”

PII, NoN-PII, ANd dE-IdENtIFIEd dAtA
6JG�0#+�%QFG�FKXKFGU�FCVC�KPVQ�VJTGG�ECVGIQTKGU�QH�pKFGPVKƂCDKNKV[q��2++��0QP�2++��CPF�&G�+FGPVKƂGF�&CVC��
4GVTQURGEVKXG�OGTIGT�QH�2++�YKVJ�0QP�2++�HQT�+PVGTGUV�$CUGF�#FXGTVKUKPI�TGSWKTGU�1RV�+P�%QPUGPV��WUG�QH�0QP�2++�
CNQPG�HQT�+PVGTGUV�$CUGF�#FXGTVKUKPI�TGSWKTGU�PQVKEG�CPF�1RV�1WV�%QPUGPV��CPF�WUG�QH�&G�+FGPVKƂGF�&CVC�FQGU�
PQV�KORQUG�URGEKƂE�PQVKEG��EQPUGPV��QT�FCVC�TGVGPVKQP�TGSWKTGOGPVU��+P�CFFKVKQP��CU�FKUEWUUGF�DGNQY��VJG� 
Code imposes obligations with respect to “Sensitive Data” and “Precise Geolocation Data,” both of which  
require Opt-In Consent when used for Interest-Based Advertising.

Under this framework, data is considered PII if it is used or intended to be used to identify an individual, 
0QP�2++�KH�KV�KU�NKPMGF�QT�TGCUQPCDN[�NKPMCDNG�VQ�C�URGEKƂE�computer or device��CPF�&G�+FGPVKƂGF�&CVC�KH�KV�KU�PQV�
NKPMGF�QT�TGCUQPCDN[�NKPMCDNG�VQ�GKVJGT�CP�KPFKXKFWCN�QT�VQ�C�URGEKƂE�EQORWVGT�QT�FGXKEG��6JKU�HTCOGYQTM�OKTTQTU�
VJG�pTGCUQPCDNG�NKPMCDKNKV[q�CPCN[UKU�UGV�HQTVJ�KP�VJG�(6%�(KPCN�2TKXCE[�4GRQTV��YJKEJ�TGLGEVGF�C�pDTKIJV�NKPGq�
test and instead adopted a scaled approach to evaluating risks and determining the obligations that attach 
to data.6 This scaled approach recognizes that different categories of data present different levels of risk. 
Although regulators have raised questions about the utility of maintaining the traditional distinctions between 

5 See�(6%�(KPCN�2TKXCE[�4GRQTV��supra note 4, at 41; DAA OBA Principles, supra�PQVG����CV�������
FGƂPKPI�1$#�VQ�GZENWFG�ƂTUV�RCTV[�
activity, ad delivery and ad reporting, and contextual advertising).

6 See (6%�(KPCN�2TKXCE[�4GRQTV��supra note 4, at 19-20 (acknowledging commenters’ concerns that requiring the same level of pro-
VGEVKQP�HQT�CNN�FCVC�OKIJV�WPFGTOKPG�EQORCPKGUo�KPEGPVKXGU�VQ�CXQKF�EQNNGEVKPI�FCVC�VJCV�KU�GCUKN[�KFGPVKƂGF��
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PII and Non-PII,7 we believe it is appropriate for the NAI Code to continue to encourage efforts to prevent 
OGODGTU�HTQO�NKPMKPI�VJG�0QP�2++�VJG[�EQNNGEV�HQT�+PVGTGUV�$CUGF�#FXGTVKUKPI�CPF�#F�&GNKXGT[�CPF�4GRQTVKPI�
purposes with particular individuals. To encourage these data minimization efforts, the NAI Code continues to 
distinguish between PII and Non-PII and to impose different notice and choice requirements for each, with the 
NGXGN�QH�RTQVGEVKQP�TGSWKTGF�KPETGCUKPI�YKVJ�VJG�pKFGPVKƂCDNKVKV[q�CPF�UGPUKVKXKV[�QH�VJG�FCVC����

PII
PII includes any information used or intended to be used to identify a particular individual, including name, 
CFFTGUU��VGNGRJQPG�PWODGT��GOCKN�CFFTGUU��ƂPCPEKCN�CEEQWPV�PWODGT��CPF�IQXGTPOGPV�KUUWGF�KFGPVKƂGT��
+P�CFFKVKQP�VQ�VJG�GZCORNGU�QH�2++�GPWOGTCVGF�KP�VJG�FGƂPKVKQP��2++�EQWNF�KPENWFG�PGY�VGEJPQNQIKGU�PQV�
currently in use for Interest-Based Advertising. For example, “faceprints” would be considered PII to the 
extent a company employed facial recognition technology for the purpose of identifying individuals,  
even if such faceprints were not linked to name, address, telephone number, email address, or other 
VTCFKVKQPCN�KFGPVKƂGTU�

Non-PII
0QP�2++�KU�FGƂPGF�CU�pFCVC�VJCV�KU�PQV�2++�CU�FGƂPGF�KP�VJG�0#+�%QFG��DWV�VJCV�KU�NKPMGF�QT�TGCUQPCDN[�NKPMCDNG�
VQ�C�RCTVKEWNCT�EQORWVGT�QT�FGXKEG��0QP�2++�KPENWFGU��DWV�KU�PQV�NKOKVGF�VQ��WPKSWG�KFGPVKƂGTU�CUUQEKCVGF�YKVJ�
WUGTUo�EQORWVGTU�QT�FGXKEGU�CPF�+2�CFFTGUUGU��YJGTG�UWEJ�KFGPVKƂGTU�QT�+2�CFFTGUUGU�CTG�PQV�NKPMGF�VQ�2++��
0QP�2++�FQGU�PQV�KPENWFG�&G�+FGPVKƂGF�&CVC�q�+P�QTFGT�HQT�FCVC�VQ�DG�VTGCVGF�CU�0QP�2++�WPFGT�VJG�0#+�%QFG��
the company would need to: (1) take measures to ensure that the data cannot reasonably be linked to a 
RCTVKEWNCT�KPFKXKFWCN��UWEJ�CU�WUKPI�QPN[�TCPFQON[�IGPGTCVGF�PWOGTKE�KFGPVKƂGTU�TCVJGT�VJCP�PCOGU�QT�QVJGT�
personal information; (2) publicly commit to maintain the data as Non-PII, and (3) take reasonable steps, such 
as contractual measures, to prevent any companies with whom it shares the Non-PII from attempting to merge 
the data with PII or otherwise using the data to identify a particular individual (unless the Non-PII is proprietary 
to the receiving party). 

de-Identified data
6JG�0#+�%QFG�FGƂPGU�&G�+FGPVKƂGF�&CVC�CU�pFCVC�VJCV�KU�PQV�NKPMGF��QT�TGCUQPCDN[�NKPMCDNG�VQ�CP�KPFKXKFWCN�
QT�VQ�C�RCTVKEWNCT�EQORWVGT�QT�FGXKEG�q�+P�QTFGT�VQ�DG�EQPUKFGTGF�p&G�+FGPVKƂGF�&CVCq�WPFGT�VJG�0#+�
Code, the company must take steps similar to those enumerated above with respect to Non-PII: (1) take 
reasonable steps to ensure that the data cannot reasonably be re-associated or connected or associated 
YKVJ�CP�KPFKXKFWCN�QT�YKVJ�C�RCTVKEWNCT�EQORWVGT�QT�FGXKEG��UWEJ�CU�D[�TGOQXKPI�VJG�EQQMKG�KFGPVKƂGT�QT�+2�
CFFTGUU��QT�VTWPECVKPI�VJG�+2�CFFTGUU��
���RWDNKEN[�EQOOKV�VQ�OCKPVCKP�CPF�WUG�VJG�FCVC�KP�C�FG�KFGPVKƂGF�
fashion and not attempt to re-associate the data with an individual or with a particular computer or device; 

���QDVCKP�UCVKUHCEVQT[�CUUWTCPEG�VJCV�CP[�PQP�CHƂNKCVG�VJCV�TGEGKXGU�VJG�&G�+FGPVKƂGF�&CVC�YKNN�PQV�CVVGORV�
VQ�TGEQPUVTWEV�VJG�FCVC�KP�C�YC[�UWEJ�VJCV�CP�KPFKXKFWCN�QT�EQORWVGT�QT�FGXKEG�OC[�DG�TG�KFGPVKƂGF�CPF�YKNN�
WUG�QT�FKUENQUG�VJG�&G�+FGPVKƂGF�&CVC�QPN[�HQT�WUGU�URGEKƂGF�D[�VJG�0#+�OGODGT�EQORCP[��6JKU�RTQEGUU�
OKTTQTU�VJG�FGƂPKVKQP�QH�p&G�+FGPVKƂECVKQP�2TQEGUUq�KP�VJG�&##oU�/WNVK�5KVG�2TKPEKRNGU��   

SENSItIvE dAtA 
Health
+V�KU�FKHƂEWNV�VQ�FTCY�DTKIJV�NKPGU�DGVYGGP�pUGPUKVKXGq�CPF�pPQP�UGPUKVKXGq�FCVC�KP�VJG�JGCNVJ�URCEG��9JGVJGT�
a particular piece of data is sensitive may lie in the eye of the beholder and depend upon a number 
QH�UWDLGEVKXG�EQPUKFGTCVKQPU��+P�TGEQIPKVKQP�QH�VJCV�UWDLGEVKXKV[��CPF�HQNNQYKPI�EQOOGPVCT[�RTQXKFGF�KP�
TGURQPUG�VQ�QWT�FTCHV������%QFG��VJG�0#+�JCU�PQV�FGXGNQRGF�CP�GZJCWUVKXG�NKUV�QH�EQPFKVKQPU�QT�VTGCVOGPVU�

7 See id.�CV���������

8 See &##�/WNVK�5KVG�&CVC�2TKPEKRNGU��UWRTC�PQVG����CV���
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that it considers to be “precise.”9��4CVJGT��VJG�0#+�TGSWKTGU�EQORCPKGU�VQ�EQPUKFGT�C�PWODGT�QH�HCEVQTU�KP�
determining whether a particular condition or treatment is “precise” and therefore requires the company 
to obtain Opt-In Consent if it wishes to serve ads based on presumed interest in the topic,10 including: the 
seriousness of the condition, its prevalence, whether it is something that an average person would consider 
to be particularly private in nature, whether it is treated by over-the-counter or prescription medications, 
CPF�YJGVJGT�KV�ECP�DG�VTGCVGF�D[�OQFKƂECVKQPU�KP�NKHGUV[NG�CU�QRRQUGF�VQ�OGFKECN�KPVGTXGPVKQP��7PFGT�VJKU�
analysis, all types of cancer, mental health-related conditions, and sexually transmitted diseases are “precise” 
CPF�TGSWKTG�1RV�+P�%QPUGPV��1VJGT�EQPFKVKQPU��UWEJ�CU�CEPG��JKIJ�DNQQF�RTGUUWTG��JGCTVDWTP��EQNF�CPF�ƃW��
and cholesterol management, the NAI considers to be generic and not topics that require Opt-In Consent. 
Similarly, interest in diet and exercise as well as vitamins and supplements typically do not relate to “precise 
information about past, present, or potential future health or medical conditions or treatments, including 
genetic, genomic, and family medical history” for which Opt-In Consent is required.  

Section II(B)(2) of the NAI Code requires member companies to publicly disclose any standard interest 
segments they use for Interest-Based Advertising that are related to health conditions or treatments. Together, 
VJGUG�VYQ�UGEVKQPU�TGSWKTG�OGODGTU�VQ�QDVCKP�1RV�+P�%QPUGPV�VQ�UGTXG�CFU�QP�PQP�CHƂNKCVG�YGDUKVGU�VJCV�
are based on presumed interest in precise or sensitive health conditions or treatments (whether through 
“standard” interest segments, custom segments, or retargeting), and to disclose (and provide an Opt-Out 
Mechanism for) any “standard” interest segments that are based on non-precise, non-sensitive,  
health-related interests.

Sexual orientation
By adding sexual orientation to the list of categories considered “sensitive,” the NAI intends to prohibit 
companies from collecting or storing information about a user’s status or perceived status as gay, lesbian, 
bisexual, or transgendered for Interest-Based Advertising without obtaining Opt-In Consent. The NAI does 
not intend to prohibit retargeting based on visits to dating websites, wedding registries, services for couples 
(such as travel), or similar content. The NAI does, however, intend to prohibit the creation of interest segments 
UWEJ�CU�pIC[�OCNGq�QT�pKPVGTGUVGF�KP�.)$6�KUUWGU�q�CU�YGNN�CU�VJG�TGVCTIGVKPI�QH�XKUKVQTU�VQ�UKVGU�VJCV�TGƃGEV�VJG�
user’s sexual orientation, such as dating or travel sites targeted to LGBT visitors. While advertising on such 
websites and to the LGBT community is incredibly valuable, this policy recognizes that LGBT status may be 
considered sensitive in some contexts, and thus that Opt-In Consent should be obtained before using such 
data for Interest-Based Advertising.

PrECISE gEoloCAtIoN dAtA
6JG�FGƂPKVKQP�QH�p2TGEKUG�)GQNQECVKQP�&CVCq�KU�KPVGPFGF�VQ�TGEQIPK\G�VJCV�C�TCPIG�QH�VGEJPQNQIKGU�PQY�CPF�
KP�VJG�HWVWTG�OC[�DG�CDNG�VQ�RTQXKFG�pYKVJ�TGCUQPCDNG�URGEKƂEKV[q�VJG�CEVWCN�RJ[UKECN�NQECVKQP�QH�C�FGXKEG��
#V�VJG�UCOG�VKOG��VJG�FGƂPKVKQP�KU�KPVGPFGF�VQ�exclude more general geographic location data, such as IP 
address-derived location, postal code, zip code, city, and neighborhood. While the NAI has removed “Precise 
)GQNQECVKQP�&CVCq�HTQO�VJG�FGƂPKVKQP�QH�p5GPUKVKXG�&CVCq�HQT�RWTRQUGU�QH�VJKU�%QFG�WRFCVG��VJG�0#+�DGNKGXGU�
that a user’s precise location is often sensitive, particularly when such data can be used to build detailed 
RTQƂNGU�QH�WUGT�OQXGOGPVU�QXGT�VKOG�

9� 6JG������0#+�%QFG�YCU�CNYC[U�KPVGPFGF�VQ�TGSWKTG�1RV�+P�%QPUGPV�VQ�VCTIGV�WUGTU�QP�VJG�DCUKU�QH�CP[�RTGUWOGF�KPVGTGUV�KP��CU�YGNN�
as actual knowledge of, “precise” health conditions or treatments, not merely actual knowledge that the user suffers from such condition. 
Nevertheless, there has been considerable confusion among member companies and others on this point. See, e.g. http://blog.
RTKXCE[EJQKEG�QTI������������[GV�CPQVJGT�DGVVGT�FGƂPKVKQP�QH�UGPUKVKXG�DQWPFCTKGU�HQT�CF�VCTIGVKPI��
UVCVKPI�VJCV�VJG�0#+oU�UVCPFCTF�
applies only to the actual health status of the user). With this commentary, the NAI intends to make clear that targeting users on the basis 
of any presumed interest in, not merely actual knowledge of, precise or sensitive health-related topics requires Opt-In Consent.  

10 These requirements apply only to the extent member companies are collecting data to associate users with presumed interests. 
They do not apply to members’ services that do not require tagging users’ browsers or devices, such as categorizing websites 
associated with particular conditions or treatments so that advertisers can serve contextual advertising on those sites.

http://blog.privacychoice.org/2011/12/14/yet-another-better-definition-of-sensitive-boundaries-for-ad-targeting/
http://blog.privacychoice.org/2011/12/14/yet-another-better-definition-of-sensitive-boundaries-for-ad-targeting/
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II. Member requirements
MEMBEr-ProvIdEd NotICE (§ II(B)(1))
Section II(B)(1) of the NAI Code requires companies to provide clear, meaningful, and prominent notice 
concerning their data collection practices. To meet the “prominent” requirement, companies should provide 
conspicuous links to their consumer-facing disclosures, such as obvious links to privacy policies, “consumer 
information” links, and independent links to Opt-Out Mechanisms. Links to privacy policies and other 
consumer-facing materials (such as an opt-out page) should be in a location that is easy for users to locate, 
in an appropriate size font, and in a color that does not blend in with the background of the page. To meet 
the “clear and meaningful” requirement, the notice should describe the company’s data collection and use 
RTCEVKEGU�KP�CP�WPFGTUVCPFCDNG�OCPPGT�CPF�CEEWTCVGN[�TGƃGEV�VJG�EQORCP[oU�FCVC�EQNNGEVKQP�CPF�WUG�RTCEVKEGU��
In describing the types of data they collect, members that obtain data from third parties for purposes of 
UWRRNGOGPVKPI�WUGT�RTQƂNGU�UJQWNF�FKUENQUG�VJG�FCVC�VJG[�EQNNGEV�CPF�JQY�VJG[�WUG�KV�HQT�+PVGTGUV�$CUGF�
Advertising.

Finally, members should describe their data collection and use practices in as clear and concise a manner as 
possible. Members are also required to disclose the technologies they use for Interest-Based Advertising and 
#F�&GNKXGT[�CPF�4GRQTVKPI��/GODGT�EQORCPKGU�CTG�not required to disclose the technologies they use with a 
NGXGN�QH�URGEKƂEKV[�VJCV�YQWNF�TGXGCN�VJGKT�RTQRTKGVCT[�DWUKPGUU�OQFGNU�

HEAltH trANSPArENCy (§ II(B)(2))  
Under section II(C)(1)(e) of the Code, member companies continue to be required to obtain Opt-In Consent 
HQT�VJG�EQNNGEVKQP�CPF�WUG�HQT�+PVGTGUV�$CUGF�#FXGTVKUKPI�QH�p5GPUKVKXG�&CVC�q�YJKEJ�KU�FGƂPGF�VQ�KPENWFG�
“precise information about past, present, or potential future health or medical conditions or treatments, 
including genetic, genomic, and family medical history.” As a result, if an NAI member company were to 
seek to serve ads to users on the basis of knowledge of a user’s health condition or treatments or presumed 
interest in sensitive health conditions such as cancer, mental health-related conditions, or sexually transmit-
ted diseases, the company would need to clearly explain that intent and obtain Opt-In Consent for such 
use. The transparency requirement, by contrast, is intended to capture those interest segments for which 
Opt-In Consent is not required under the Code, but nevertheless may factor into an individual’s decision 
about whether to opt out of Interest-Based Advertising by a particular member company. Thus, for example, 
member companies may seek to target users on the basis of such general health categories as headaches, 
CNNGTIKGU��QT�FKGV�CPF�ƂVPGUU�VJCV�YQWNF�PQV�TGSWKTG�1RV�+P�%QPUGPV��DWV�YQWNF�TGSWKTG�FKUENQUWTG�WPFGT�
the transparency policy. The disclosure may be in, or linked from, the member’s privacy policy, in other 
consumer-facing materials, such as a preference manager, or in another location on the member’s website 
VJCV�KU�TGCUQPCDN[�GCU[�HQT�WUGTU�VQ�ƂPF�

In addition to disclosing their standard interest segments that are related to health conditions or treatments, 
members are expected to have internal policies governing any use of health-related targeting. Many NAI 
members do not have “standard” interest segments, but rather engage solely in retargeting, keyword 
retargeting, or the creation of “custom” segments. Other members do have standard interest segments, but 
also allow their clients to create custom or retargeted segments. In all such cases, members must ensure, 
consistent with Section II(C)(1)(e), that they obtain Opt-In Consent for any targeting (including retargeting or 
custom segments) that is based on “precise” health conditions or treatments. 
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WEBSItE NotICE (§ II(B)(3)-(5))  
Contractual Notice requirements (§ II(B)(3)-(4))  
Where an NAI member company has a direct contractual relationship with a website where it collects data for 
Interest-Based Advertising, it must contractually require the website to post notice of Interest-Based Advertising 
data collection and link to an Opt-Out Mechanism.11 Such notice should be provided in a privacy policy or 
separate footer link, such as “About our Ads.” Members should use reasonable efforts to enforce contractual 
notice provisions, as well as to ensure that notice is provided even in the absence of a contractual requirement 
to provide such notice. Members should seek to ensure that notice is provided where they collect data by, for 
example, regularly checking a reasonably sized sample of the websites where they collect data for Interest-
Based Advertising to ensure that they provide appropriate notice and following up with those that do not.12 

Enhanced Notice requirement (§ II(B)(5)) 
The Code requires members to “provide, or support the provision of” notice in or around the ads they serve. The 
NAI expects that companies who lack the ability to include the standard industry icon or other form of enhanced 
PQVKEG�QP�CFU�YKNN�PGXGTVJGNGUU�UWRRQTV�VJG�RTQXKUKQP�QH�UWEJ�PQVKEG�D[�EQPƂIWTKPI�VJGKT�U[UVGOU�VQ�UWRRQTV�
that capability. In addition, if a publisher or advertiser asks an NAI member to conduct a campaign informed by 
Interest-Based Advertising without enhanced notice, the NAI member should decline to conduct the campaign 
and should report such advertisers and publishers to the BBB or DMA compliance program.13 The NAI will work 
with DAA and DAA member organizations to educate advertisers and publishers on the requirements of the 
DAA program, including the requirement that all Interest-Based ads include enhanced notice. 

CHoICE (§ II(C))    
Provision of Choice Mechanisms (§ II(C)(1))
The NAI Code requires members to provide an Opt-Out Mechanism for the collection and use of Non-PII 
for Interest-Based Advertising purposes, and to obtain Opt-In Consent for the use of Sensitive Data, Precise 
Geolocation Data, and the retrospective merger of PII and Non-PII for Interest-Based Advertising purposes. 
For the prospective merger of PII and Non-PII for Interest-Based Advertising purposes, the Code requires 
the provision of an Opt-Out Mechanism coupled with “robust” notice. To be considered “robust” under this 
provision, such notice must be provided immediately above or below the mechanism used to authorize the 
submission of any PII. The notice should also clearly and conspicuously describe the scope of any Non-PII to 
be merged with PII and how the merged data would be used for Interest-Based Advertising purposes.

Honoring opt-out Choices (§ II(C)(2))
Following an opt out, companies must cease collecting and using data for Interest-Based Advertising 
RWTRQUGU��DWV�OC[�EQPVKPWG�VQ�EQNNGEV�FCVC�HQT�QVJGT�RWTRQUGU��KPENWFKPI�#F�&GNKXGT[�CPF�4GRQTVKPI��+V�KU�
widely acknowledged that certain commonly accepted “internal operations” practices should not require user 
choice and thus that collection of data for such purposes following an opt out is permissible. Such purposes 

11 The requirement to contractually require a website publisher to post notice applies only where the NAI member itself is collecting 
data. Some member companies do not themselves collect data, but facilitate others’ collection of data for Interest-Based Advertising 
purposes, such as by providing software or other technology that allows others to collect such data. The NAI encourages, but does  
not require, members to ensure that proper notice is provided where their technology is used to collect data for Interest-Based 
Advertising purposes.  

12 The contractual notice provisions are intended to ensure that users are provided notice at the point of data collection, even where 
there is no ad served. Some member companies may collect data for Interest-Based Advertising purposes only where they serve ads. 
Member companies that provide in-ad notice pursuant to section II.B(5) and only collect data for Interest-Based Advertising where 
they serve ads will ensure that notice is provided wherever they collect data for Interest-Based Advertising, and need not contractually 
require their website partners to provide notice or enforce contractual notice requirements. 

13 Similarly, because enhanced notice will now be a requirement of the NAI Code, the NAI will have authority to enforce the 
enhanced notice requirements against NAI member companies under its compliance and enforcement program.  
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include frequency capping and similar advertising inventory metrics.14 They also include calculating usage 
statistics and verifying ad delivery.15 The NAI Code accordingly allows member companies to continue to 
collect data for such purposes following a user’s choice to opt out. 

While companies may continue to collect and use data for purposes other than Interest-Based Advertising 
following an opt out, their Opt-Out Mechanisms must be consistent with the representations they make to 
WUGTU�CPF�VQ�0#+�UVCHH��6JG�0#+�YQTMU�YKVJ�GCEJ�OGODGT�EQORCP[�FWTKPI�VJG�RTG�EGTVKƂECVKQP�CPF�CPPWCN�
TGXKGY�RTQEGUUGU�VQ�GPUWTG�VJCV�KVU�QRV�QWV��CV�OKPKOWO��UVQRU�VJG�EQNNGEVKQP�QH�FCVC�CETQUU�WPCHƂNKCVGF�
domains for purposes of delivering advertising based on inferred or known preferences or interests. Some 
EQORCPKGUo�QRV�QWV�VQQNU�EQXGT�CEVKXKV[�VJCV�FQGU�PQV�USWCTGN[�HCNN�YKVJKP�VJG�FGƂPKVKQP�QH�p+PVGTGUV�$CUGF�
#FXGTVKUKPIq�CU�FGƂPGF�KP�VJKU�%QFG��6JG�0#+�GZRGEVU�VJCV�EQORCPKGUo�QRV�QWVU�YKNN�DG�EQPUKUVGPV�YKVJ�VJG�
representations made to NAI staff and in their privacy policies and will hold companies accountable for their 
representations through the NAI’s sanctions procedures.   

technologies used for Interest-Based Advertising (§ II(C)(3))
The NAI Code is intended to be technology-neutral, imposing the same obligations on member companies 
regardless of the technologies they use for Interest-Based Advertising. At the same time, the NAI believes that 
all technologies member companies use for online advertising activities should afford users an appropriate 
degree of transparency and control. While member companies currently primarily use cookies and pixel tags 
for Interest-Based Advertising, the NAI believes that technologies other than standard HTTP cookies can 
provide an “appropriate” level of transparency and control when implemented consistent with NAI standards. 
The NAI is working to develop policies with respect to the use of non-cookie technologies, particularly those 
that facilitate cross-device tracking and those that allow tracking on mobile devices.

uSE lIMItAtIoNS (§ II(d))    
Children (§ II(d)(1))
6JG�0#+�%QFG�HQTDKFU�OGODGT�EQORCPKGU�HTQO�ETGCVKPI�KPVGTGUV�UGIOGPVU�URGEKƂECNN[�VCTIGVGF�VQ�EJKNFTGP�
WPFGT����YKVJQWV�QDVCKPKPI�XGTKƂCDNG�RCTGPVCN�EQPUGPV��0#+�OGODGT�EQORCPKGU��QH�EQWTUG��OWUV�CNUQ�EQORN[�
with the FTC’s COPPA rules as such rules may be updated from time to time. 

Prohibited uses (§ II(d)(2))
The NAI’s prohibition on the use of data collected for Interest-Based Advertising and Ad Delivery and 
4GRQTVKPI�HQT�GNKIKDKNKV[�FGEKUKQPU�KU�EQPUKUVGPV�YKVJ�VJG�9JKVG�*QWUGoU�p4GURGEV�HQT�%QPVGZVq�RTKPEKRNG�s�VJCV�
consumers have a right to expect that companies will collect, use, and disclose personal data in ways that 
are consistent with the context in which the data was provided.16 Users are made aware, through in-ad notice 
and privacy policies of website publishers, that data is collected for the purpose of providing more relevant 
ads. The use of such data for purposes other than marketing, including any insurance, health, credit, or 
employment eligibility decisions, would be inconsistent with that context. 

Material Changes (§ II(d)(3))
A “material” change for purposes of this provision generally will relate to the collection or use of PII for 
Interest-Based Advertising purposes or the merger of Non-PII with PII when a company previously represented 
that it does not collect PII for Interest-Based Advertising purposes or merge PII with Non-PII. Changes are 

14 See�(6%�(KPCN�2TKXCE[�4GRQTV��supra note 4, at 39.

15 See id. at 12 (stating that data collection for such purposes may not require companies to provide “extensive options for control”).

16 See 9JKVG�*QWUG�2TKXCE[�4GRQTV��supra�PQVG����CV����
GPEQWTCIKPI�EQORCPKGU�GPICIGF�KP�QPNKPG�CFXGTVKUKPI�VQ�TGHTCKP�HTQO�
collecting, using, or disclosing data that may be used to make decisions regarding employment, credit, and insurance eligibility or 
UKOKNCT�OCVVGTU�VJCV�OC[�JCXG�UKIPKƂECPV�CFXGTUG�EQPUGSWGPEGU�VQ�EQPUWOGTU�CPF�PQVKPI�VJCV�UWEJ�WUGU�CTG�CV�QFFU�YKVJ�IGPGTCVKPI�
TGXGPWG�CPF�RTQXKFKPI�EQPUWOGTU�YKVJ�CFU�VJCV�VJG[�CTG�OQTG�NKMGN[�VQ�ƂPF�TGNGXCPV���
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not material for purposes of this provision if they result in less collection or use of data, or when a company 
changes its disclosures to provide greater transparency about its existing practices. We encourage member 
companies to innovate and provide increased transparency around their data collection and use practices, and 
this section is not intended to cover efforts to provide increased transparency for existing practices. 

trANSFEr rEStrICtIoNS (§ II(E))
6JG�TGUVTKEVKQPU�QP�VJG�VTCPUHGT�CPF�WUG�QH�FCVC�EQNNGEVGF�CETQUU�PQP�CHƂNKCVG�YGDUKVGU�HQT�+PVGTGUV�$CUGF�
#FXGTVKUKPI�QT�#F�&GNKXGT[�CPF�4GRQTVKPI�RWTRQUGU�CTG�GZVGPUKQPU�QH�VJG�TGSWKTGOGPVU�UGV�HQTVJ�CDQXG�HQT�FCVC�
to be treated as Non-PII rather than PII under the NAI Code. In addition to contractually forbidding the third 
RCTV[�HTQO�OGTIKPI�VJG�0QP�2++�EQNNGEVGF�CETQUU�PQP�CHƂNKCVGF�YGDUKVGU�YKVJ�2++�YKVJQWV�QDVCKPKPI�VJG�WUGToU�
Opt-In Consent or from otherwise attempting to identify the individual using Non-PII, members should impose 
technical measures to help prevent the receiving party from engaging in such activities. For example, member 
companies that pass encrypted data to third parties should not provide the encryption key. These restrictions 
do not apply when the NAI member is acting as a service provider for a single party and the data transferred is 
proprietary to that party.

ACCESS (§ II(F)(1))
NAI member companies collect and use data for marketing purposes. Indeed, members are forbidden 
from using, or allowing to be used, the data they collect for any eligibility decisions. In light of the limited 
purposes to which member companies are permitted to use the data they collect, the NAI Code requires 
member companies to provide reasonable access to any PII and associated Non-PII collected and used for 
Interest-Based Advertising purposes, but does not require companies to provide access to Non-PII that is 
not associated with PII. Though not required by the NAI Code, some NAI member companies provide  
users access to Non-PII-based interest segments associated with their browsers. The NAI believes that  
these “preference managers” are an excellent means of providing users increased levels of transparency 
and control. Accordingly, the NAI continues to encourage such access to Non-PII as a best practice. 

rElIABlE SourCES (§ II(F)(2))
Generally, the NAI encourages member companies to obtain data from companies that are part of the NAI or 
another self-regulatory program. Additional steps that companies should take to ensure that their data sources 
provide appropriate protection for data include: (1) reviewing the company’s privacy policy; (2) understanding 
the technologies the company uses to collect data and whether the company provides an effective opt out 
that, if possible, is included on an industry-wide opt-out page; (3) ensuring that the data source secures an 
appropriate level of consent; and (4) reviewing the company’s marketing materials to understand how the 
company collects data from users and what types of data it collects. Such measures are particularly important 
YJGP�OGODGT�EQORCPKGU�QDVCKP�FCVC�HTQO�EQORCPKGU�VJCV�CTG�PQV�0#+�OGODGTU�QT�QVJGTYKUG�UWDLGEV�VQ�
oversight of their privacy practices.  

dAtA rEtENtIoN (§ II(F)(4)) 
The NAI Code requires member companies to keep data that is “reasonably linkable to a device,” and 
thus considered Non-PII under the Code (or any PII used for Interest-Based Advertising or Ad Delivery and 
4GRQTVKPI�RWTRQUGU��QPN[�UQ�NQPI�CU�PGEGUUCT[�VQ�UGTXG�VJGKT�DWUKPGUU�PGGFU��+P�CEEQTFCPEG�YKVJ�UGEVKQP�++
$�
(1)(f), member companies are required to publicly disclose the period for which they retain such data for those 
purposes. At the end of that publicly stated retention period, members are required to either delete such data, 
QT�VQ�TGPFGT�KV�&G�+FGPVKƂGF�&CVC�D[�VCMKPI�UVGRU�VQ�GPUWTG�VJCV�KV�ECPPQV�TGCUQPCDN[�DG�NKPMGF�VQ�C�RCTVKEWNCT�
RGTUQP��EQORWVGT��QT�FGXKEG��5WEJ�OGCUWTGU�OC[�KPENWFG�TGOQXKPI�WPKSWG�WUGT�KFGPVKƂGTU��TGOQXKPI�+2�
addresses, and/or truncating the IP addresses. 
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