(tu) Google Threat Intelligence

Google Threat Intelligence Packaging Overview

CORE FEATURES

Web searching (reports, loCs, loC modifiers, etc.)
Browser extension
Gemini Search

Gemini Automated Report Generation (*)

AUTOMATION & TECHNOLOGY INTEGRATIONS

API Request ceiling

loC lookups (reputation & analysis)

loC lookups (adversary attribution & malware associations, Campaigns and

Fintel)

API Vulnerability lookups (Curated data)

THREAT INVESTIGATION & TRACKING

FINISHED INTELLIGENCE REPORTING - these reports can’t be shared with end-customers

IoC hunting Livehunt YARA rules

loC hunting Retrohunt jobs

Retrohunt / loC searches retrospection window
Automatic YARA rule generation

Private threat graph investigations

Private loC collections & sharing

Strategic Reporting - Region, Industry, and Trends

Adversary Motivations, Methods, Tools, and Behaviors Reporting

Threat Activity Alerts, Emerging Threats, and Trend Reporting

Mandiant Research Reporting

Mandiant Vulnerability Analysis

News & analysis

Community References

(*) In Roadmap - 2025.

INTEGRATION
CORE

Unlimited (***)
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v/ (API call driven)

1K/ day

VirusTotal visibility only

v
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v
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Technical caps will apply - (**) 100K / month, (***) 20K

INTEGRATION
ADVANCED

Unlimited (**)
(against VT + MATI dataset)

v/ (API call driven)

v
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1K/ day

All Google visibility

v

v
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Max.

(12 months)

Unlimited (***)

v

v
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INTEGRATION INTEGRATION
CORE ADVANCED

Google Threat Intelligence Packaging Overview

MALWARE ANALYSIS
Private file scanning (reputation, static, dynamic, code analysis) 100 / month 1K/ month
Private URL scanning (reputation, static, dynamic) 100 / month 1K/ month
(Malware) file corpus downloads via web interface (azg?ilfs t/ VT;ZQZQ) (agakjsrt‘lmi;‘ﬁﬂ (S:t)aset)
DIGESTED / CURATED THREAT INTELLIGENCE
Threat Profiles o v
Malware family associations & knowledge base v (only community data) v/ (community + curated data)
Campaign associations & knowledge base v/ (only community data) v/ (community + curated data)
Threat actor attribution & knowledge base v/ (only community data) v/ (community + curated data)
{Malware, campaign, actor, vuln, collection} add to threat profile o v
VULNERABILITY INTELLIGENCE
Open Source Vuln data (API & Ul) o v
Curated Vuln Intel (including Risk rating) o v
DIGITAL RISK PROTECTION (Threats beyond your perimeter)
Credential monitoring o CTEM add-on
Malicious domain monitoring o CTEM add-on
Data leak monitoring o CTEM add-on
Underground monitoring o CTEM add-on
Custom monitoring and search o CTEM add-on
APl alerting & integrations o] CTEM add-on
ATTACK SURFACE MANAGEMENT
Asset discovery and monitoring o CTEM add-on
Integrated vulnerability intelligence CTEM add-on
Scanning frequency CTEM add-on
API Alerting & Integrations CTEM add-on

EXPERTISE

Mandiant Academy Intel On-Demand Courses

6 seats / year

Technical caps will apply - (*) 100K / month


https://cloud.google.com/learn/security/mandiant-academy-courses?e=48754805&hl=en
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INTEGRATION INTEGRATION

Google Threat Intelligence Add-ons CORE ADVANCED

API SLOTS (can add as many API slots as desired in each package)

Additional API calls per day 5K 5K
Additional API calls per day 100K 100K
Additional API calls per day ™ ™

Private Scanning (can add as many units as desired in each package)

1K Files / URLs month add-on add-on
10K Files / URLs month add-on add-on
100K Files / URLs month add-on add-on

Continuous Threat Exposure Management (CTEM) add-on (applicable for INT Advanced package only)

Assets o 10K



