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Abstract

Deep neural networks are extensively applied to
real-world tasks, such as face recognition and med-
ical image classification, where privacy and data
protection are critical. Image data, if not protected,
can be exploited to infer personal or contextual in-
formation. Existing privacy preservation methods,
like encryption, generate perturbed images that are
unrecognizable to even humans. Adversarial at-
tack approaches prohibit automated inference even
for authorized stakeholders, limiting practical in-
centives for commercial and widespread adapta-
tion. This pioneering study tackles an unexplored
practical privacy preservation use case by generat-
ing human-perceivable images that maintain accu-
rate inference by an authorized model while evad-
ing other unauthorized black-box models of similar
or dissimilar objectives, and addresses the previous
research gaps. We validate the efficacy of our pro-
posed solutions across three distinct datasets and
diverse models. The datasets employed are Ima-
geNet, for image classification, Celeba-HQ dataset,
for identity classification, and AffectNet, for emo-
tion classification. Our results show that the gen-
erated images can successfully maintain the accu-
racy of a protected model and degrade the average
accuracy of the unauthorized black-box models to
11.97%, 6.63%, and 55.51% on ImageNet, Celeba-
HQ, and AffectNet datasets, respectively.

1 Introduction

In the contemporary landscape, the ubiquitous exchange and
sharing of images plays an integral role across diverse plat-
forms. These images serve various purposes, from the presen-
tation of personal photos on LinkedIn profiles to institutional
web pages and the verification process of ID cards. More-
over, the digital realm witnesses the widespread sharing of
images, contributing to various practical applications, such
as surveillance systems, object recognition technologies, and
the identification of license plates.

The essence of this image-sharing paradigm is deeply en-
trenched in the operational functionality of platforms, par-
ticularly in enabling the presentation and validation of cru-

cial information related to users, employees, candidates, and
more. This validation process incorporates a dual approach,
employing visual human assessment alongside Al-driven au-
tomated verification systems.

Despite its indispensable utility, the act of sharing images
triggers substantial privacy apprehension among users [Xu
et al., 2011; Trepte, 2021; De Wolf, 2020]. Image data can
be harvested to infer personal information about the subjects
[Fei et al., 2020; Wang and Kosinski, 2018; Wang, 2022;
Nicol Turner Lee, 2022], or can be used to gather contex-
tual information about the subject’s surroundings [Vlontzos
etal,2019; Lietal., 2021].

This paper embarks on a pioneering exploration aimed at
mitigating these privacy concerns. The main goal is to pro-
vide a framework through which companies and institutions
can harness user images for automated inference and human
visualization while upholding user privacy.

Towards the aforementioned goal, this paper addresses
a fundamental question: Can we strategically add minimal
noise to an image for a specific task while satisfying three
constraints: (i) ensuring these images maintain their percep-
tual functionality to humans; (ii) enabling a designated/ au-
thorized model for a target task, trained by the stakeholder,
to derive accurate inferences from these altered images, and
(iii) causing any (black-box) unauthorized machine learning
models to be incapable of generating accurate inferences for
the same altered image in that same or even a different task?

We can broadly identify two lines of related research in this
area: (i) On one side, there exists privacy-preserving meth-
ods that focus on image encryption [Huang er al., 2019] to
prevent access by unintended 3rd-parties in such a way that
the images become imperceptible by humans. This makes
these approaches not suitable for the context mentioned
above, where one of the goals is to disseminate the images
widely for human visual comprehension as well; (ii) the
second line of research focuses on adversarial evasion tech-
niques [Chakraborty ef al., 2018; Carlini and Wagner, 20171,
which aim to keep images still perceivable by humans (by
restricting perturbations according to an L-norm constraint)
while deceiving the inference capability of black-box ma-
chine learning models. These methods only focus on attacks
and do not address the protection of an authorized model.

That said, multiple works by Kwon et al. [Kwon et al.,
2018; Kwon et al., 2019b; Kwon et al., 2022] have considered



*, .
T - N F,
“ Protected Model
7 . I—__1J> Ygt
& P = :‘/r\ Fj‘> scores
-- - oo . R '
“ i - TN = MSE(FL F)—
Ol ot T ACE:(yg, scores) |+
o P S C N N i [
' o X
.o . J L
s e aszgnV(.Z) F,: Internal Feature of =

-
Y F,}: Internal Feature of z}

F,; MLP

Convolutional Layers

.
T 4

4

Figure 1: Proposed feature-based privacy protection. = denotes the
input image, x} and x},, denote the generated image after i** and

i+ 1" iteration, respectively.

this problem as a multi-objective loss function that allows
development of adversarially evasive samples that both de-
crease the loss for an authorized model (for which we want
inferences to be successful) while also increasing the loss for
unauthorized models (which we want to degrade). Yet, this
approach requires a white-box setting, i.e. when generating
image variants it is assumed that they have a priori knowledge
of both the authorized and unauthorized models.

Our work is different from all the aforementioned ap-
proaches, and fills a gap not addressed by prior studies. This
work is the first of its kind to protect the privacy of image data
by protecting a known, authorized network, while simultane-
ously degrading unknown, unapproved inference of other net-
works, and keeping the images still perceivable by humans.

Our approach works with a black-box setting for the unau-
thorized models. It is based on feature map distortion and
does not require a surrogate model and assumes knowledge
of only the authorized model (see Fig. 1). To accomplish this,
the proposed approach relies on a key insight: early layers
within a neural network perform extraction of features, which
are then used for inference in later layers [Wang er al., 2020;
Dosovitskiy ef al., 2014; Kim and Kim, 2017]. This work hy-
pothesizes that disruptions to the feature representation would
transfer to the feature extraction layers of other networks. So
by optimizing for a multi-objective loss that both disrupts the
feature representation and protects the inference performed
by the authorized classifier, this should generate transferable
adversarial examples (AEs) for previously unseen networks.
Evaluations have been performed on multiple image datasets
with various authorized and unauthorized classifiers. As the
pioneer paper to tackle the aforementioned practical objec-
tive, this work makes the following contributions:

* We propose a novel method for data/privacy protection
in different classification tasks, especially effective for
tasks involving a relatively large number of classes.

* While protecting an authorized model, the proposed ap-
proach can successfully deceive unauthorized black-box
models.

* We conduct experiments on various datasets to verify
the effectiveness of our approach. The first dataset is
ImageNet [Deng et al., 2009], which is for general im-

age classification. The other two datasets involve more
privacy-sensitive aspects. More specifically, CelebA-
HQ [Liu et al., 2015] and AffectNet [Mollahosseini et
al., 2017] datasets are used for identity classification and
facial expression classification task, respectively.

* We explore the feasibility of our approach when attacked
models are designed for different tasks than the pro-
tected model, i.e. a cross-task scenario.

* We perform extensive ablation studies on different as-
pects of the proposed approach.

2 Related Work

There is a myriad of works that consider evasion of im-
age classifiers, including both white-box [Goodfellow et al.,
2014; Chakraborty et al., 2018] and black-box [Papernot et
al., 2017; Carlini and Wagner, 2017] attacks. In a white-box
scenario, the attacker possesses complete knowledge of the
target model, including its architecture, parameters, weights,
and even the training data. This enables the attacker to cus-
tomize the attack, often using gradient-based methods to find
the most effective perturbations to the input data.

In the black-box scenario [Guo er al., 2019; Ilyas et al.,
2018], the attacker has limited or no knowledge of the target
model. Query-based methods were proposed, assuming the
attackers’ access to the input/output of the target model [Dang
et al., 2017; Juuti et al., 2019]. Unlike query-based evasion,
transferable attacks do not require querying and generate eva-
sive samples across different models [Maho er al., 2021].

In both cases, these attacks consider attack effectiveness,
and are constrained by some notion of perceptability. This
often comes in the form of maximum pixel perturbation € to
limit the amount of disruption caused by the attack. Yet, the
goal is designing very effective attacks, without focusing on
protecting an authorized model.

Kwon et al. [Kwon et al., 2018; Kwon et al., 2019b;
Kwon et al., 2022] addressed this shortfall by protecting a
single image classifier and simultaneously disrupting one or
more target image classifiers. These works have also been ex-
tended to other applications[Kwon, 2023; Kwon et al., 2019a;
Ko et al., 2023; Kwon, 2021]. The image-based attack papers
used the white-box, transformation-based Carlini-Wagner at-
tack [Carlini and Wagner, 2017], and modified the loss func-
tion of the transformation network to include distortion,
friend, and enemy loss terms. The distortion term penalized
large changes to the original image (constraining the attack
to some ¢€), while the friend and enemy terms discouraged
changes that impacted the protected (friend) classifier while
degrading the targeted (enemy) classifiers.

While achieving success in the intended objective, these
studies required that the protected and targeted classifiers
share the same topology. Moreover, they necessitated white-
box access to both the protected and targeted classifiers. This
white-box prerequisite significantly restricts their practicality
and renders them inapplicable to the use cases this paper ad-
dresses.



3 Protect & Attack Model

We first provide the context under which this work was evalu-
ated, including the attack goal, access levels and assumptions.

Attack Goal. Maintain inference performance of an au-
thorized, white-box model while simultaneously degrading
black-box, unauthorized models and maintaining perceptual
functionality for humans.

Proposed System Access Level. The authorized model is
an image classifier for which we have access to the topology,
weights, and inference results. The unauthorized models are
unknown black-box models for which we have neither access
to the weights nor to the topologies. Further, we do not have
query access to the target models.

Assumptions. The primary assumption is that all of the
models perform inference based upon image pixel data, and
not based on any other format or metadata-specific informa-
tion. This work further assumes that, before an image is
shared with a broader group, the image can be preprocessed
to introduce privacy-preserving perturbations. This assumes
adequate access to the authorized model.

Outcome. The desired outcome is a set of adversarially
evasive images that are accurately classified by the authorized
model, misclassified by the unauthorized models, and percep-
tually similar to the original images.

4 Methodology

The primary objective of our study is to create perturbed im-
ages that safeguard an authorized model while diminishing
the performance of unauthorized target models. This objec-
tive is formulated as follows:
x* = argmax

-

subjectto  fp(z*) = fp(x),

where x* represents the generated image, f, is the authorized
model, and L; signifies the loss of the target models. Opti-
mizing the image to satisfy f,(z*) = f,(x) presents practi-
cal challenges. Therefore, we pivot our strategy to focus on
minimizing the task-specific loss £, of the authorized model.
This revised objective is delineated as follows:

min £;
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In contrast to [Kwon et al., 2018], our work considers target-
ing unauthorized models within a black-box setting, aligning
more closely with real-world scenarios. We propose a gener-
alized solution to this problem, as detailed in Eq. (3), where
L' denotes the loss that is transferable to target models. When
utilizing only an authorized model for generation, this loss
originates from the authorized model, as shown in Eq. (5).

x* =argmax L' argmin L. 3)
This can also be written as:
x* = argmax J, 4

¥

where J = L' — AL,, and X is the parameter to control the
direction of the gradient.

During image generation, we iteratively update the image
in accordance with the loss direction, as outlined in Algo-
rithm 1. To maintain the visual quality of the generated im-
age, we employ a budget constraint e, utilizing the [, norm
as ameasure. The impact of € on both performance and image
quality is extensively discussed in Sec. 8.3.

Algorithm 1 Image Privacy Protection

Input £': transferable attack loss; L,: task-specific loss for the
authorized model; x: input image; z*: generated image; N: number
of iterations; a: the step size for updating the image; e: the budget
for modifying the pixels

1: procedure GENERATEIMAGE

2: x5 =x,i=1

3 while i < N + 1 do

4 k77171 «— ,C/(mf_l) — )\ﬁp("ﬁz{_l)
5: xi < xi_1 + asign(V(Ji-1))
6: z; < min(z],x + €, 255)

7: z; + max(z;,x — ¢€,0)

8: 1141

9: end while

10: return zy

11: end procedure

As stated previously, our objective is to evade unauthorized
black-box classifiers while protecting an authorized white-
box classifier. To achieve this goal, we propose a feature
map distortion (FMD) approach, which generates the per-
turbed image with only the authorized model by using the
Mean squared Error (MSE) of the internal feature map as the
transferable loss (£’). The cross-entropy (CE) loss of the au-
thorized model is used as the task-specific loss (£,). Thus,
the loss J in Eq. (4) can be expressed as follows:

j = MSE(ffeat (f), ffea.t(x*)) - )\CE(flogits (]J*), ygt)7 (5)

where freq: denotes the output of the internal convolution
layers of the authorized model, fiog:ts(2*) is the output score
of the authorized model with image z*, and y,, is the ground-
truth label of the original image x. When initially generating
x¢ as g = x, the gradient of the MSE loss will be 0. Thus,
we uniformly randomly initialize x§ in the [z —¢, x+¢] range.
The proposed J loss in Eq. (5) serves the dual objective:
degrading the performance of unauthorized models while
safeguarding the authorized one. First, employing the MSE
loss creates a feature representation of the perturbed image
x*, modified by adding noise, which significantly differs from
the original feature map. This variance leads to misclassi-
fication, meaning there is no valid input-to-output path for
commonly trained models Vf;(z*) with the same objective.
However, considering the nature of deep learning models that
establish numerous paths from input to output [Wang er al.,
2021], the use of CE loss ensures the retention of at least
one pathway from input to output for the authorized model
fp(x*), serving the second objective of safeguarding it.

5 Experimental Results

We commence by presenting results from our proposed pro-
tection approach, which only employs the authorized model
to generate the perturbed images, as introduced in Sec. 4.



This approach is applied to different classification tasks, with
varying number of classes, using three different datasets,
namely ImageNet [Deng et al., 2009], Celeba-HQ [Liu er al.,
2015], and Affectnet [Mollahosseini et al., 2017] datasets.

5.1 Results on the ImageNet Dataset

We use six pretrained models from the torchvision [Mar-
cel and others, 2023], namely VGG11 [Simonyan and Zis-
serman, 2015], VGG16 [Simonyan and Zisserman, 2015],
ResNetl8 [He et al., 2016], ResNet34 [He et al., 2016],
Wide-ResNet50-2 [Zagoruyko and Komodakis, 2016], and
MobileNet-V2 [Sandler et al., 2018], which have been trained
on the ImageNet dataset, which includes 1000 classes. From
the ImageNet validation set, we selected 5,000 images, which
were correctly classified by all six models. We set the bud-
get parameter € as 16, step size « as 4, number of steps N as
100, and the weight factor A as 1. The most effective layer
was chosen for each model to obtain the results presented in
Table 1. Detailed discussion on layer selection and parameter
settings can be found in Sec. 8.1 and 8.2, respectively.

The models in the first column of Table 1 are the autho-
rized models used during image generation, while the models
listed in the top row are the unauthorized models used for
testing. Thus, diagonal entries indicate the accuracy of the
authorized model. As evident from the table, we achieve a
remarkable average protected accuracy of 100% while signif-
icantly reducing the accuracy of the target models from 100%
to an average of just 11.97% across six different models.

Accuracy (%) | VGGI1 | VGGI16 | ResNetl8 | ResNet34 | W-Res50-2 | Mob-v2
VGGI1 100 15.38 10.56 20.68 12.66 14.26
VGG16 6.62 100 8.54 16.54 9.82 9.98

ResNet18 12.52 8.78 100 25.5 16.36 10.18
ResNet34 8.72 5.36 578 100 12.46 6.78
W-Res50-2 7.14 532 4.96 14.92 100 9.28

Mob-v2 10.02 10.4 13.18 26.02 20.34 100

Table 1: Experimental results on the ImageNet dataset with six dif-
ferent models on a 1000-category classification task.

5.2 Results on Celeba-HQ dataset

We employ the same models as in Sec. 5.1, fine-tuning them
on the Celeba-HQ dataset containing 30,000 images to clas-
sify faces. We selected images of 307 subjects, each with 15
or more images. A split of 4263 images (80%) for training
and 1215 images (20%) for testing was used. Post-training,
we selected 634 testing images that were correctly classified
by all six models for our experiments. The parameters «, ¢,
N, and ) were kept consistent with those used in Sec. 5.1.
Results are presented in Tab. 2. The models in the first col-
umn represent the authorized models, while the model names
in the top row are the attacked models for testing. The diag-
onal entries indicate the protected accuracy. We achieve an
average protected accuracy of 99.92% while significantly re-
ducing the average accuracy of target models from 100% to
just 6.63% across six different models.

5.3 Results on the AffectNet dataset

We employ the same models as in Sec. 5.1, fine-tuning them
for facial expression classification on the AffectNet dataset.

Accuracy (%) | VGG11 | VGG16 | ResNetl8 | ResNet34 | W-Res50-2 | Mob-v2
VGGI11 100 2.05 5.99 7.73 9.78 379
VGG16 2.37 99.53 4.73 6.78 7.73 1.1

ResNet18 2.52 1.1 100 5.84 8.04 1.1
ResNet34 3 1.1 379 100 12.78 1.1
W-Res50-2 11.99 2.68 4.1 5.52 100 3.6

Mob-v2 21.45 10.09 11.51 13.41 22.24 100

Table 2: Experimental results on the Celeba-HQ dataset on a 307-
category classification task.

AffectNet contains eight facial expressions: neutral, happy,
angry, sad, fear, surprise, disgust, and contempt. The owner
splits the data, such that 287,651 images are for training and
3,999 for testing. Post-training, we selected 1346 testing im-
ages that were correctly classified by all six models for our
experiments. The parameters «, €, and [N were kept consis-
tent with those used in Sec. 5.1. A setting is determined by
experiments. The results are presented in Tab. 3. The mod-
els in the first column represent the authorized models used
during image generation, while the models in the top row are
attacked models used for testing. The diagonal entries indi-
cate the protected accuracy. We achieve an average protected
accuracy of 99.67%, while significantly reducing the average
accuracy of target models from 100% to just 55.5% across six
different models. The performance drop on the unauthorized
models for this task is not as significant as that achieved with
the classification tasks on the other two datasets. We deduce
that this is related to this task being less complex than others.
More specifically, in Sec. 5.1 and 5.2, the classification tasks
involve 1000 and 307 classes, respectively. With AffectNet,
on the other hand, there are only eight classes. Our hypothesis
is further verified in Sec. 8.4.

Accuracy (%) | VGG11 | VGG16 | ResNetl8 | ResNet34 | W-Res50-2 | Mob-v2
VGGI11 99.78 47.92 57.88 66.57 70.13 58.47
VGG16 55.72 99.48 62.85 70.06 7571 70.58

ResNet18 51.19 44.28 100.00 42.94 51.19 50.67
ResNet34 61.74 42.05 26.30 98.74 60.55 54.83
W-Res50-2 4227 37.00 35.88 36.26 100.00 42.35

Mob-v2 69.69 60.10 66.42 78.01 75.78 100.00

Table 3: Experimental results on the AffectNet dataset for 8-class
classification.

6 Cross-task feasibility study

The results presented above in Sec. 5 show that the generated
images from an authorized model can deceive unauthorized
target models performing the same task. Since we employ
the MSE loss between the internal feature maps as a transfer-
able loss candidate, we further explore if our proposed ap-
proach can transfer across different tasks. In other words,
we performed additional experiments to study if the images
generated from an authorized model designed for task A can
also deceive unauthorized target models designed for task B,
where A and B are different tasks. Here, different tasks could
involve many classes, e.g., image classification, object detec-
tion, etc., or a smaller number of classes, e.g., facial expres-
sion classification, ethnicity classification, etc.

In the first cross-task experiment, we protect image classifi-
cation models and attack object detection models. We gener-
ate the images from ImageNet, and attack three object detec-
tion models, namely Faster-RCNN [Ren et al., 2015], Reti-



mAP(%) Original | VGGI1 | VGGI6 | ResNetl8 | ResNet34 | W-Res50-2 | Mob-v2
Faster-RCNN 100 348 2.63 4.62 4.02 443 5.61
RetinaNet 100 349 2.55 4.94 4.24 4.38 6.26
MobileNet-V3-SSD 100 2.71 1.89 5.58 5.5 3.18 3.79

Table 4: The cross-task experiment results on the ImageNet dataset.

naNet [Lin et al., 2017], and MobileNet-V3-SSDLite [Liu et
al., 2016], which are trained on the COCO dataset [Lin et al.,
2014]. In Tab. 4, the models in the first row are the autho-
rized models, from which the images are generated, and the
model listed in the first column are the attacked object detec-
tion models. In this evaluation, we consider the output from
the original image as the ground truth, so the original mean
average precision (mAP) is 100%. Then, we calculate the
mAP on the generated images based on this ground truth. It
can be seen that with our proposed method, when protecting
six different models, the generated images can drop the av-
erage mAP of three target object detection models to 4.13%.
Different factors can cause this drop in mAP: (i) bounding-
boxes appear or disappear compared to the original image in-
put; (ii) bounding-boxes shift compared to the original image;
(iii) predicted class changes for a specific object compared
with the original image. Some example detection results are
shown in Fig. 2, where objects are completely missed in the
2nd and 3rd rows, and a false detection appears in the 1st row.

Original Image

Generated Image

Figure 2: [Examples of object detection results from Mo-
bile_Net_V3_SSDLite with the original and generated images show-
ing the false (first row) and missed detections (2nd and 3rd rows).

In the second cross-task experiment, we use two different
datasets and generate images from the Celeba-HQ dataset and
AffectNet datasets by protecting models trained for face iden-
tity and facial expression classification, respectively. We at-

tack an open-source ethnicity classification model [Serengil
and Ozpinar, 2020] as the target model, which has been
trained for a different task than the authorized models. The
results are shown in Tab. 5. We consider the prediction of
the original images as ground truth since we do not have the
ground truth label for ethnicity, so the original accuracy is
100%. It can be seen that with our proposed method, when
protecting six different models, the generated images can
drop the average accuracy to 74.39% and 63.50% on Celeba-
HQ and AffectNet datasets, respectively.

Accuracy (%) | Original | VGG11 | VGG16 | ResNetl8 | ResNet34 | W-Res50-2 | Mob-v2
Celeba-HQ 100 76.92 76.92 76.92 73.08 73.08 69.23
Affectnet 100 71.55 72.51 59.58 59.73 52.82 64.78

Table 5: Experimental results on Celeba-HQ and Affectnet datasets
for across task experiment.

Notably, all the experiments are done with the images gen-
erated from the corresponding datasets in Sec. 5. It can be
seen that for the ImageNet dataset when we protect image
classification models, we can successfully deceive the unau-
thorized object detection models. For the evaluation when
attacking an ethnicity classification model, the attack perfor-
mance on the AffectNet dataset is good, with the average ac-
curacy dropping to 63.50%. On the Celeba-HQ dataset, the
average accuracy only drops to 74.39%. The results show
that the cross-task transferability is affected by the tasks of
the protected and attacked models, and by model character-
istics. Future work will focus on designing a privacy protec-
tion method that can deceive unauthorized models, designed
for different tasks, by reducing the dependency of the perfor-
mance on the authorized model.

7 Analysis of Results

The results above demonstrate that FMD is an effective
method for evading previously unseen black-box models
while protecting inference performed by a known authorized
model. The intuition regarding this method is described
briefly in Sec. 1 and 4. This section attempts to provide con-
crete analysis to support this intuition.

Consider Fig. 3, which shows an example image from the
ImageNet dataset and a protected variant of that image gen-
erated by applying FMD to a VGG16 classifier. The heat
maps, generated using Grad-CAM [Selvaraju et al., 2016],
show the important areas of the original and perturbed images
when considered by both VGG16 (the authorized classifier)
and ResNet18 (an unauthorized classifier). We can see that
for the authorized model, the area of interest shifts, whereas
for the unauthorized model, the heat map is almost negated
with a very diffused area of interest.

Fig.4 visualizes the features from the final Conv2d layers
in both VGG16 and ResNet18 and shows two different sce-
narios within the classifiers. In Fig. 4 (A) we see that the final
convolution layers had very similar activations before the data
was passed on to the inference layers at the end of the model.
This makes sense since the authorized model correctly clas-
sified both the original and perturbed/protected images. In
Fig. 4 (B), on the other hand, we see a significant difference



ResNet-18
(unauthorized)

Original Image

Protected Image

(R) (B) (©)
Figure 3: (A) Example image and a protected variant generated by
applying FMD on VGG16. (B) Grad-CAM heat maps for these im-
ages for VGG16. (C) Grad-CAM heat maps for ResNet18.

VGG 16 (authorized)

Original

Protected

Protected Original

Figure 4: (A) Final convolution layers in VGG16. (B) Final convo-
lution layers in ResNet18.

in these final feature maps, which translates into misclassifi-
cations by the unauthorized model.

Notably, these visualizations demonstrate the effectiveness
of the J loss in Eq. (5). The MSE loss in Eq. (5) successfully
alters the original feature map as demonstrated in Fig. 3, re-
sulting in the absence of valid input-to-output path for black
box unauthorized models, as shown in Fig. 4 (B). Meanwhile,
a path for the authorized model is retained, utilizing the cross-
entropy (CE) loss, as demonstrated in Fig. 4 (A).

We also investigated the impact of FMD-based protection
on softmax outputs of models. In Fig. 5, we observed a no-
table increase in the largest softmax values for a sample of
1000 images from the ImageNet dataset and their protected
variants generated using FMD on the VGG16 model. For
VGG16, this resulted in significant overfitting to the model.
Conversely, on the unauthorized model ResNetl8, we ob-
served a decrease in maximum softmax values, particularly
for incorrect classes, along with a more homogeneous distri-
bution of overall softmax values. While these values are not
confidence scores, as the models were not calibrated for con-
fidence representation [Guo et al., 2017], the indication is that

10 —

Original Protected Original Protected

VGG-16 (authorized) ResNet-18 (unauthorized)

Figure 5: Highest softmax values for the authorized and unautho-
rized models on the original and protected images.

FMD moves protected image variants away from the decision
boundary for the authorized classifier.

8 Ablation Studies
8.1 Layer Selection for FMD

In our FMD approach, we need to select a layer from the pro-
tected model to calculate M SE(fteqt(x), feat(x*)). In our
experiments, we randomly select 1000 images from the cor-
rectly classified images, and test all of the 13 convolution lay-
ers for protecting VGG16. The results in Tab. 6 show that be-
fore layer 9, all the protection accuracy numbers are equal to
or higher than 99.8%. Layer 7 provides the best performance
in degrading attacked models’ performance. These trends are
consistent across almost all the models. For the evaluation
on MobileNet_v2, the performance of target model is slightly
lower for layer 6, but the difference is small.

Accuracy (%) | VGGI11 | VGG16 | ResNetl8 | ResNet34 | W-Res50-2 | Mob-v2
Tayer 0 52.8 99.8 583 68 67.4 51.3
Tayer 1 484 100 55.2 64.1 65.4 472
layer 2 19.8 99.8 30.6 41.1 29.3 12.9
layer 3 19 99.8 37.3 45.1 28.3 12.9
layer 4 14 99.8 36.9 45.7 29.6 157
layer 5 9.7 99.8 21.3 32.1 20.6 13
layer 6 8 99.8 11.9 20.8 11.6 8.9
layer 7 8 99.8 8.5 16.9 10.4 9.8
layer 8 222 100 27.1 38.3 26 233
Tayer 9 36.3 99.8 50.2 57.2 40.8 39.1
layer 10 315 97.4 49 55.7 427 40.9
layer 11 39.6 91.7 532 61 48.3 452
Tayer 12 44 64 55.8 64.3 51.8 44

Table 6: Results for layer selection when protecting VGG16

8.2 Parameter Setting for FMD

We have tested different o« and /N values with the best-
performing layer when protecting VGG16, using the same
images used in Sec. 8.1. We first fix N to 100 and test differ-
ent « settings. The results in Tab. 7 show that when a = 4,
the performance is slightly better than when ov = 8. The ac-
curacy can be affected by the random initialization described
in Sec. 4, so both values of a = 4 or o = 8 are acceptable.

Accuracy (%) | VGG11 | VGG16 | ResNetl8 | ResNet34 | W-Res50-2 | Mob-v2
a=1 10.8 100 11.3 219 12.8 12.4
a=2 8.1 99.8 9.2 19.9 11.5 10.8
a=1 8 99.8 8.5 16.9 10.4 9.8
a=2_8 7.8 99.8 7.6 16.2 11.3 10.9

Table 7: Results for protecting VGG16 under different « settings.



Then, we set « = 4 and test different N values as shown
in Tab. 8. Fig. 6 is a plot of the accuracy when protecting
VGG16 and considering VGG11 as the target model. When
N > 100, the performance drop of the target model becomes
slower with increasing N. Thus, in Sec. 5, we use N = 100
when generating the privacy-protected images.

Accuracy (%) | VGGI1 | VGG16 | ResNetl8 | ResNet34 | W_Res50_2 | Mob_v2
N=10 25.6 100 28.9 378 23.6 24.4
20 14.5 100 16.8 283 16.2 16.1
50 9.5 99.8 9.7 19.9 11.8 11.1
N =100 8 99.8 8.5 16.9 10.4 9.8
N =200 6.8 99.8 7.6 16.2 10.3 10.9

Table 8: Results for protecting VGG16 under different IV settings.

accuracy

2‘5 5‘0 7‘5 lll)O 1%5 150 1;5 260
Number of steps N
Figure 6: Accuracy when testing on VGG11 and protecting VGG16
with different IV settings.

8.3 Image Quality and Protection Performance

We use a budget of € to control how much generated image
can differ from the original. Thus, € affects the generated
image quality. We perform experiments on the Celeba-HQ
dataset and protect VGG16 to analyze the trade-off between
the image quality and protection performance. The image
quality is measured by the Structural Similarity Index Mea-
sure (SSIM) between the original and generated image. The
range of SSIM is 0-1, the higher being the better. The re-
sults in Tab. 9 show that as e decreases, the image quality
increases, but the degradation in the performance of attacked
models decreases, as expected. Example images in Fig. 7
show the visual quality when using different values of e.

Accuracy (%) | VGG11 | VGG16 | ResNetl8 | ResNet34 | W-Res50-2 | Mob-v2 | SSIM
e=41 86.56 100 52.19 55.94 49.84 39.68 | 0.973
e=28 25.31 100 13.13 18.44 17.5 9.06 0.909
e=16 2.37 99.53 4.73 6.78 7.73 1.1 0.754

Table 9: Image quality results, when protecting VGG16, using dif-
ferent € values. Image quality is measured with SSIM.

Accuracy (%) | VGG11 | VGG16 | ResNetl8 | ResNet34 | W-Res50-2 | Mob-v2
VGG11 100 19.23 11.54 4231 15.38 15.38
VGG16 23.08 100 11.54 30.77 11.54 19.23

ResNet18 4231 53.85 100 19.23 26.92 23.08
ResNet34 61.54 50 15.38 100 30.77 30.77
‘W-Res50-2 57.69 34.62 7.69 30.77 100 34.62

Mob-v2 73.08 30.77 15.38 57.69 50 100

Table 10: Results on the Celeba-HQ dataset using 10 classes.

8.4 Performance Analysis of Task Complexity

In this study, we reduce the task complexity by reducing the
number of classes on the Celeba-HQ dataset. For the models,

Input
Image

Figure 7: Example generated images for different e values.

Accuracy (%) | VGG11 | VGG16 | ResNetl8 | ResNet34 | W-Res50-2 | Mob-v2
VGGI11 100 4.08 3.06 5.1 9.18 5.1
VGG16 6.12 100 1.02 1.02 5.1 4.08

ResNet18 16.33 5.1 100 7.14 14.29 7.14
ResNet34 19.39 4.08 2.04 100 15.31 8.16
W-Res50-2 26.53 6.12 3.06 4.08 100 2.04

Mob-v2 35.71 7.14 15.31 15.31 19.39 100

Table 11: Results on Celeba-HQ dataset using 50 classes.

we only change the final layer of the MLP to match the num-
ber of classes. The results for 10 and 50 classes are shown
in Tab. 10 and Tab. 11, respectively. Compared to the results
from 307 classes in Tab. 2, the average performance drop on
target models decreased from 93.7% to 68.46% and 90.75%
for 10 classes and 50 classes, respectively. From these re-
sults, we can deduce that the effectiveness of our approach
increases as the complexity of the task increases.

9 Conclusion

We have introduced a novel approach for safeguarding au-
thorized models and deceiving unauthorized black-box mod-
els, addressing practical privacy concerns with real-world use
cases. Our method excels in preserving privacy for the clas-
sification tasks involving a relatively large number of classes,
achieving strong protection accuracy of 100% (ImageNet),
99.92% (Celeba-HQ), and 99.67%(AffectNet), while signifi-
cantly reducing unauthorized model accuracy, on average to
11.97%, 6.63%, and 55.5%, respectively, for six different at-
tacked models. Our in-depth evaluation includes the inves-
tigation of the underlying reasoning of the proposed FMD-
based attack’s efficacy, verification of a positive correlation
between the number of classes and the proposed approach’s
effectiveness, attack transferability across tasks to unknown
models (yet, such transferability is affected by the task and
model characteristics), and a comprehensive ablation study.
Future work includes developing an approach that can main-
tain effectiveness, regardless of the complexity of the tasks,
with better cross-task transferability.
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